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v^fviifl^gssi^ti^ u+->^vutV X'?^o:^• 
IB§flgS(DP^«S)STJSiE5-tl ; MIBSffigStlulB 
3.-+f!l5|^gS<b(DP^St;MIBx--?fflflgS<!:tuf3a 
-+f SS*gS<!: OP^tiitgtC:^ -f >#|gT-SSLM* 

mtE9^-^^-7.it'Ammtmmm^m^ LTWiBSfiM 
'Amm^mmL ; BuiBSiigBtiSfflLfcSuiBiiP^^®^ 

MiB3.-+fffi*gSlce5ML ; BufB3.-+fmgSlig 
)ii*nfcHuiBiiPJ®^«??L ; a— tfiinii-r^x-^ 

PJH^ffll^TBi^fbLTtulBx— Sf^-XlcJUilL ; X 
— ?a)fiJffl*5i=^§ttfcBuiBx-'?'^-Xli. HuiBJ.- 
■tf(DMf3*Bffi^=£MIB«ffl®^ffll^T«^<kL> 
n/c:MfBlL-+f<DBufB*M®^ffll^Tx-^^Pg^<b 

L ; MIBa-+ftt§l:^lSofcT-i?^ijI3a-+fmg 

sicisi^u HuiB^Mii^ffli^Tx-^^s^fk-rsBi 

[fl3?« 2 ] MiBiiPjI^ttBufBx-'^^-XfT)^ v-'-S? 

SuiBc A T vmmmtmm^mi^^omRxfwitEc a t 
p»i^^ c A Tvmmmic^isbmmt^t)-^Rmm^i2<m 

icmfrs L ; tulB C A T V immitf- U [f'J 3 c 
A T VSjtJM^OSufBSBffiii^ffll^TBg^fb Ls f Uffl^ i^. 

«^T•pfci^iBIL-+f0iiPflii^ffll^TtiJiBC A t vsti^ 

ScO^Uffls^FpIliT^^SBBga^Bg^fb LT C A T V [Hl$i 
^gSLTSfillL ; MiBa-+fttMiB§ffigBT-BUlBx 



ijf B c A T V wiMmtmvaT-'^mm-t a^mmm 
^^m(rity=z>'<ymim-m>^\^-^\f7 b+->7Vi/TV 

7'J'l|(D:t77'r >#STifil*n ; MIBC A T VttiM 
^iBulBSftgBWP^SlfijiBC A T VSfji^imFlBx 

-^ffflflgB0P^i*c A T vm^T-jgii* n ; SuiBSfi 

gB<hMiBJ.-+f4i*gS<!:(DP^St>~MfBx-^®flg 

^t.wm.3--^wmm.t(i:>ummztyz>^y^n. 

Sil^n ; ijiBx-^^«Hz>^ttiiPJgi<!:#iil&-r5x 
— ? (D*£S5®^fflic LtulB C A T V Stills lC#ti|g 

L ; BuiBc A T Nimm\tmi9-^mw(Ly^<r>'jm 

^^ffil^THuiBx-^'g«-b>-?©|gS5^^Bi^^bLT 
SfiML ; iL-+ftiiJfSx-^®€gS^ffll^Tij§BC A 
T VlHlSg^gS LbuIBC a T VJJJjM^^/VLTMIBx- 

^w^'ey^\z9-^<mm^^v>Lt2iii:.^\zmi.^ 

-+f0iiPJ®^jM«L ; BulBx-^m«-t>-?ttMfBx 
— ?#>!7(OiBS5®«fflt^T§>!?«Dx-'?^Bg^fbU ij 

m3.-WAwm:m^--TwM9-^mmLy^(Ji*sm 
^^Bg^ibu Bi^fb*n/c#>J70x-^. Bg^fb^n 

/i: Ml Bx - "iS-b > ©iiPfBHSU-x- -j! 'iSHz > •S' 
©Hffl^^BulBn—tfltj^ilL ; BulBiL— yttMlBa- 
+f<7)^fflliSffll^TBuiBx-'?'iS-b>^(DiiP,Bli^^ 

^<b L> i^fb^n/ctuiBx- la-t > (^iipj^^ 
ffl i^TBi^fb* nfciff Bx— ? OiSffiH^^^^ b 
Ls ^^^b^nf^:MiBx-^§>^^(D^^ffi^^ffll^TiJlB 
#>!^cDx-^^^^^b■r5BiW>7rAo 
[ftm^IS] iiiBiiP»fmj:Sijf3x-^'gS4z>'5f(Dx 

Ac 

3.-^(ii'A^Wki'mM9-'^mmLy^\c'm lt 
fc*;Biji3x-'S''is-b mibt— Sf'is-bV'jj 

(DiiPw^®^ij§B§a-+f OiiP»l^^ffll^TBi^^b ij 
iBx— V'Sf (D^fflH^ffil^TMIBr — Jf'ta-fe 

>-?o4iPJisncxv'^/ua*^?Ti^ ; Bf^^bstifcijiB 
r- ^a-b V ©iiPJUsa-'MiBx- 'ga-b > -j^ <d 

xi>'^;l/S*^C A T VScJU^lcillflL ; SuIBC A T V 
)Kil^StiBg^ib**ifciiiBx-^'ggHz>^01iPJ®S 
y-x'v'^/U^^i^SfjML ; BuIBiL-WiHufBa— tf(7)ii 
Pfflli^ffll^TgffLfcijfBx-^'gS-bV-JJOBi^^bii 
PJH^^^fbf^iit.lCBufB^^^b^tlfcx-^'gS 
-b>'?(DiiPJ^'£ffll^TTV''^!/US^^$iiS-r5Bg^li 
->7xAo 

a-+fiisytgii*i«Bi^f b* nfcBuiBx-^ 'is-b>'? (D 
[B^RSB] CATV]!&iii«. T— ?ga-bv^. § 
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'iS-b >-5i liifijffl^m* tifcx- ^ ^HulBa-+f 0 
iiPflli^ffll^TBg^ikLTMlBC A T VSciH^ttiiM 
L ; BulBC ATV]KiM^tt§lt5iofcMIBBg^<b*n/c 
x-^^S(jML ; J&aiS-tlfcBuiBBt^^kx— Jt^SfSL 
/i:iil3n.-+f liBulBBg^^bx- ^Bul3lL-+f OUffl® 

[000 1] 

X— Jf^-7.->Xx/A^SlHiS?tS$g^}^ (Elec 
tronic Data Interchange: EDI) S-fUfflf^BlX?! 

[0002] 

5SS(5M(7)f6ic]!ifc3i^M (BS) . mmmm (cs) .tpf 

ffl LfcC A T V <!:P?«n5W$lT VjKjIiS^^SLo-:?^ 

[0 0 0 3] pjPtlciitl 0^-\'>^./l/^Efi-r«c:<!:/)^ 
T-^^^SSfiUfe^lMiC A T VjBfJMlCfcl^Tlix 

[0 0 0 4] *5i|0^#6tt^ 1tFJ¥6-464 1 
l>~1tl¥6- 1 4 1 0 0 0 4^7-iilSe«ffimiSlfi])^:&® 
UTM^-b A^eilKfFRl^^A* f S .t <!: fctc^^ 

mmt^'yXT'h^. mW6- 1 3 2 9 1 e^T-^-cD 

[0 0 0 5] c:n8(7)->XxL>St>gBlCfcl^Tx X'J' 

WRiii^jMya^sn/cgflgsti^ofFRriiiCct-p 



[0 0 0 6] i|tF»a¥6-1 3 29 1 6^tClic:tl6(D-> 

[0 0 0 7] $fc^ ifisfkBtf«<hP?«~n§#B. 

® n > --JJ A^JSil LT«1? LTl^/c§ffl(7) 
X— Si^LAN (Local Area Network) . WAN (Wide 
Area Network) . Cine^fflSlCjgicL/c'rVi?-:?- 
y h->XxAtCj;oT=l>tfa-^a<I^s-y h7— 

[0 0 0 8] xv'^/Mbf 5<»:1f|g«*^IK:*cl<:^ 

T'tcxbt'v'a y^mm<oH. 2 6 1 m w±mmm 

©JPEG (Joint Photographic image coding Expert 
s Group) Jits, B^SSfflOM P E G 1 (Moving Pict 
ure image coding Experts Group 1) ^tSSl^ilfiEOT- 

b e>>' a ymmtf^'immmmT' u bi~e>' a vsfimcmf 

p E G imm'^f^mi^titc. 
[0 0 0 9] ^ne><omms.mti.m^mm LtcT-j^ii^ 

immty'ly if'J a VSfiMS^lMi exTf-jl^fB^ffllt 
C .hi^T^^A^-pfcx Uli'v'a ymWr-^-^%.r) Z. t 
<hx->'^/Wb?n/cx ue>>'a >KiBx--Jf^PlBtti:5J 

[0 0 10] CKDcfc'StcLTx— 5!'^;-X(DfiMlgH*'' 
^'(7) J: a tc LT^f 5 6^ i: -5 il tSlf x- ■S' Oiljg 
fFltcDPplSiStfx-'? ©JPIIC <fc ^T5l4-r5 2 

li> IEJg0fiJfflif7-^ttn«x-'?OfiJffl*'<^Rl«l7-^ 
^iio\z.r^i3iimt'^ib')s x— ?^Bi^fbLTfc<c:t 

[00 11] s/c. ^:nsT1ift^^:iBi6LT^ToT$fc§ 
aix^Hcfctt^ifii^a^x-^^bL. x-^iifisit 
^f'jfflLTfflaic5M§fi-r§m?ii?g3^}i (ed n ^ 
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[0 0 12] Z:ne>(Df-\y^'Jayi/7.7^h. x— S"^ 

[0 0 13] *f|B^«^0MCfcl^Tx— jtBi^aii 
C = E (K, M) 

.t^iiu Bt^s:x-^c^m^@K^ffil^T^I^^bL 

M = D (K, C) 

[0 0 14] T-^Bg^ibSiBlcfcl^Tffil^etlSi-ljg 

W^:;SiC<hLTx $Js®liBg^:&5e<ts iiFJ^pg^:^^*^ 

Ciiiks=E (Ks, M) 
M = D (Ks, Cmks) 

[0 0 15] 'j^f^miiit. Jsi^mtLz\s^^im(om 
lir»liiKb«ffll^TBi^^bL. 

Cnikb=E (Kb, M) 
M = D (Kv, Cmkb) 

[0 0 16] 9-'Si\!B^&m(oi;s>mtLT. T'-^com 
m^mi^^'i^(ot'Ammmi.'^^'^<oif&^t\ -mm 

a (Hash) 'J XATEJSS LfcSffm^&S^i^cD^ffl 
H K v:&fflt^TPi^^b■r S C tcj: t) X v-'^/Ug^i'^ 

Sinkv=E (Kv, m) 



§#«tcjMffl-rSo §«#^iS^«(DiiFJliKb^ffil^ 

m' =D (Kb, Smkv) 

[0 0 17] znso\^^mmm^imti5mtLT 

*f|0M6t*5tgi7S51f li¥6 - 7 0 6 4 3 

[0 0 18] El 1 tt/T^*nfc<Dti!|tP¥6 - 7 0 6 4 3 
B S • C S • %±;gx Uti"i>'3 F M 

n^a^bSfiMfesi^iix— ?sjjii^^73fi5cji^ 1 . X- 
^^-X2. m^-b>^3. §egs4. T-'Simmm 

g5StflL-+fffi5l;gS86^6«^5-nTl^5o Sfeill^ 

1 t'r-'5i^-X2(Om^X}9-'Si'^-X2tm^-by 

2 <»: X— J? iiiigs 5 (o?m'Af^mms>^i^{t c a t v 

|H]^^i7)iieiHl*l7 7-j®g§*nTl^So iftjM^I iSffl 
t iL-+f-ffi*gS 8 1 (7)F^Sr>x- ^®flgE 5 <!: 

+fffi*gs8 <t0F^ttigii'>— T^vm^ejge^i^^g^ 
liPi^fb* nri^^i^if iB(DigK7-s y > TOTvT^s-n 

[0 0 19] iI(D->XxA^C*5l^^^ x-^'^-X2tt 

X- ^mimt^^^^m k d^^t,-f ufflfFRi® k p (j-xt 

rffplSj <!:l^3) ^llfciM^ 1 ic^dftmf 5o 

^^b^n■r^i:m^n5Ji^<t«aBi^SKo>&ffll^T 

CkdkO=E (KO, Kd) 

Bi^<bBi^^CkdkO<!:LT#^*g*n^li^!b^SSo 

^Kd*^Bi^fb*nT«t*&?n§ii^ii:tt> Bi^fbsg^ 

^ C kdkO^^^f bf 5 rc46<D«iiBi^li K 06U-+f(c 
«*$g*tl5o C(7)ttjiBg^aK0CD#tilgtirL-+f6'ix- 

X — $z C inkd<)^jli 6 n« <!: * ic Bi^^ bx - ■J' C mkd i J: t, 

[0020] ( a ) 0i-^^*^Bi^^b* nn^^i^Ji^o 

2 6^ n/cBi^a K d^mS. 6 ^ifijffi LTS^J^If 

§0 §«^B4tig«LfcBi^liKd^IL—tfS*^S 
8tcmU 9'4S*gS8«§t:)-lX-pfcBi^®Kd 
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Cl— f) lix— 5'a«gS5^ffll^Tiiffi[H]i|i7^iS 

mti^^ -o tz.9- ^ M^tf Pi® K pT-^SBg^H K d^ffll^ 
Cmkd=E (Kd, M) 

Bi^fbx— Cmkd^jifllHli^y ^ISS LTn.—tfOr 
fbx-^ Cfnkd:&a-+f4i*gS 8 \,zm^ y^'lS 

*gs 8 tii3^jiftic«?¥* nri^/cBi^® k d^^i^ 

M = D (Kd, Cmkd) 

[002 1] (b) ^^mtm^^t1E1(\^ ^M^^m.if 

fiJfflr§C<!:^S^-rs<!:*lc. J^®Bt^iiK0!f)'«RO 

n.-- tftcm^nx •Wiig*tifcjiiiBi^iiK0W3.-+f 

S*gB8tc«??*nTl^5o X— 5f^-X2liBt^li 
Kd^ftMBg^® KO^ffll^TSg■^fb 
CkdkO=E (KO, Kd) 

Bi^^bBi^aCkdkO^S[jM^HC#t$&-rSo SJiH^Itt 
x-^'^-X 2 n/cPt^fbBg^liC kdkO^S 

;^6^fiJfflLTaiii-r«o §figS4ttg«L/cPg^<b 
Bg^®CkdkO>&J.-+fmgS8lC«i|gL> lL-+fffi* 

8 tiDJtttcBi^fbBg^® c kdko^i^46«??* nri^ 

Kd=D (KO, CkdkO) 

^^*n/cBg^iiKd^iii®f*ytu> 7U+->7;Ux 

[0 0 2 2] X— ^fiMMiftix— J^iiffiggS^ffl 

i^TJiflia^y ^^ga ltx— s^^^-x 2 tcx— ? mo 

^-X 2 «fiJffl?&M3b^fe -P fcx--? M^Bf^UKd^ffl 

l^TBg^fbL> 

Cmkd=E (Kd, M) 

gS 5 liSilL/cBi^fbx-^ Cinkd:&a.-+f4S*gS 
8ti:#li|gL> n— <fffi*gS8tt«#?nTl^fcBi#li 
Kd^ffiU^TBg^^bx— Cmkd^S^fb-rSo 
M = D (Kd, Cmkd) 

[0023] ( c ) Bg^H^^Bg^^b* tlTfc U v ftilBf 
^^jbWfbx--? <!: <!: tlciL-+f tci3fli*n«ii^„ 

K 0^ffil^TBi^^ K d^Pg^fb Lv 
CkdkO=E (KO, Kd) 



n/cBi^fbPi^iic kdKo^m;fi 6 ^^^y^ urSfiM-r 

So §«gB4li§ffiLfcBg^<bBi-^iiCkdkO^J.— tf 
ffi*gS 8 i-+f 8 tiBg^^bBi^ii 

CKdko:&i}i^#y t 7 b+'>7;UxV 

[0 0 2 4] =f-^immmM\t9-rmm^s-^m 

\^TWmm 7 LTx-'Jf'^-X 2 iCx— 

^-X 2 mm^W^-^-otz.^-^ M^Bi^UKd^ffl 

l^TBf^fbU 

Cinkd=E (Kd, M) 

itSB 5 tcjMffi-r § .hit. tc^^-b y^^t cdp^t-^^ 

SaS^^T^o x-^aflgBSliSflLfcBg^^bx--? 
Ciiikdi:«aBi^^K0^iL-+fS*gS8li:#t$gL. 

-■ ^fffi*gS8^i«aBg#^Ko^ffil^TlB^^«^*^^:« 

nn^fcBg^^bBg^® C kdkO^^^fb L> 
Kd=D (KO, CkdkO) 

^^^b^nfcBg^a K d^ffll^TBg^^bx- ^ C mkd^^ 

^fbfSo 

M = D (Kd, Cmkd) 
[002 5] 

Srcd6<Dftf*W%«fi)6^jf#fr«c i:<D5/Xx/:.ttS{jM 
x-'S^^-X. gffgS^ x-^a«gBSl?3.- 

s> iiFJ®:;5^*^^gffl*n. ^6^cx>?^/^s:&6^ffll^ 
en. c:(7)<?:tffli^6nsBf^iitiBt^ib*tis§iH* 
Bi^^bTJrn^u^T'Sii^itcfc-pTm^nSo 

X— $J'^-X->Xx/:vs ^'T/V-t'a— >XxL>x lix 
:t:;|->x7> K->Xx/:^lCfcltS^iE?iM0RSll:v gfF 

[0026] 

[HM J-XTs E12~|gl4^ffll^T*gif|0^(D^Si6«lJ 

-X->Xxi^^^:igffi Lfc^ 1 g|Ji«iiJ(7)Pt^^->XxZ:.T- 
c:<D->XxAli. BS • CS •ift±;SxUt;i>'3 
>*Sl^« F MKC3M^tcd;S^afb]K3lifeSiMix>>'^ 
/l/StjMtCcfcyx— ?tei^^?7dS(j2S^1 Is ttiix— ? 
^^t;ffl>5f(Dx-^6'<«iS#nfcx-'?^-X1 2. ^ 

^-try-jfi 3. mmm-i -i t'^imt^T'-^mm^^m 

fSSffSSI 4. X— 5f^-X1 2i:ail^^7-5x- 

^®flgs 1 5 stf X— ? ^jfijffl-r sa— tfffi*gs 1 
86^e*M*nTi''So 
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[0 0 2 7] X— jf-^-x 1 2 tmmm 1 1 <i:0P^st>' 
iHiCATvia^^oafliHi^gi 7T-sii*nTi^5o 

gffl^SI 4<!:iL-+f4i*gB1 SiOF^SOx--?)! 
fflgSI 5 ia— i/ffiSgS 1 8t(DF^liigil'>— T'VU 

X— 1 2 .htejM^ 1 1 <t0F^St>'x— 
2i:S^-b>-Jf1 3©F^0x— ?<^§WiSLli 

[0 0 2 8] ^:®->Xx/x^cfcl^T^i^ v^^mio^tL 

zmmm^t'Ammi^mm^n^o x— j^^^-x 

1 2«iiF>IIIKbd<!:^ffi®Kvd^fflicU Wmm^ lie 

^imt^o COJi^iiFJiiKbdttx— 
[0 0 2 9] dOtSlCx— ??iJffl00!<Dfc46^ fUfflf 

ScSl^nfciiFJaKbd^SftLfcSmgSI 4 
li. iiFJ®Kbd«iL-+f-4S5t5gS1 8t<:giML. 
n/ciiPJ® Kbd^gltlX^/i:a-+fSi*gS 1 8 \i.^m 

'J'^©fB^J«f*tciiFJ^Kbd^«?^t-So 

[0 0 3 0] B:kib^y^^\t]^^^i^m\.zi:^T%m^^ 

HKsu^SffiL/cr— Jf^-X 1 2(DaFJ^Kbd«ffll^ 

Cksukbd=E (Kbd, Mksu) 
x—JiAj-XI 2lC3Mfl-r§„ 
[003 1] 1 2ti. Bf^^b*nfcJ.-+f 

C ksukbd^^fflU K vd^ffi l^T^^fb 



Ksu=D (Kvd, Cksukbd) 

0*iSS5a K su^ffll^TBt^^b Ls 
Cinksu=E (Ksu, M) 

'Mmm^^ 7^m.^LT3.-^o9-^m.mmm.^ sic 

[0 0 3 2] g^^OiSSgUKsu^fflt^TBi^fb^tLfcx 
— ?Cinksu^§lt5Jofc3.-+fttIL-+fS*gS1 8 

7\ m(r>mmm k su^ffli^rPi^^b? n/cBg^^bx- 

^Cfliksu^^^fbL. 
M = D (Ksu, Cmksu) 

[003 3] z.<0'y7.7'U\,z\i.=^-^^-7.^ 2\mm 
■rsis^-bV'? 1 3 3bwenTi^So ii<7)^^-b>-? 

[0 0 3 4] [t^immmi ii3tc/Tx*nfc©ii> *ii 

^Sf3M-rSb;x>|-7|->x?>F (Video On Demand : V 

OD) 'yxThimmLTcfsimmmco^si^m'yT.T'h 

2 3. §«gS2 4. x-'?aflgB2 5St?lL-+f 
ffi*gS2 86^6«m3-n§„ ^^-b>-?2 3li. xU 

5CATV|Hl^27 7-jMft*nSo 

[0 0 3 5] c AT vamm 2 1 tm^-^ysi 2 3 ors 

cfcU^^nTl^So CATV]Bf)M^2 1 <!:§ftgS2 
40F^Sl>~C ATV)!&ili^2 1 <!:x-^'afflgS2 50 

mtcATymm2 7T'mminTi^^o §ffl^S2 4 
ia-+fffi*gS2 8 t(DmmT-^mmmw2 5 <!: 
□.-+fffi3i5gs2 8 t(ormim'r-7ii^m(Dmmm£ 

+irc(DtiBg^^b*tlfcx-^0;gK7S«<, S*5> CA 
T VSf)M^2 1 .fciS^-bV-Si 2 3©F^(DT-'?<^§tt;S 

[0 0 3 6] ^I(D->xx/:^^cfcl^^^i^ catv->xx 
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xv'h^nmt?>=L--ifitm(D'Amm k bu^ c a t v 

[0 0 3 7] CATV|&2^S2 UiiMM^tlfcH—tf© 

'/^mmKbu^mi^Tc AT ymmm 2 lom^MKsb^ 

Cksbkbu=E (Kbu, Ksb) 

t^o -Id. xUe>?3>S!fflMttCATV]!&3M^2 1 
Cmksb=E (Ksb, M) 

C A T V 0!^ 2 7 LTSffiSB 2 4 tcSci^^la 

■So 

[0 0 3 8] a-+f«§ffiLfcCATVScJi^2 lOBg 
^fb^^B^^C ksbkbu^n—t/ro^ffl^ K vu^ffll^T^^ 
fbU 

Ksb=D (Kvu, Cksbkbu) 

^^*nfcc ATV]!&jji^2 1 (om^mKsh^mi^TB^ 

mt^r U e a >Sffl C mksb^^^fb 
M = D (Ksb, Cmksb) 

[0 0 3 9] $fc> c:®BgW>XxIvliBi^^bJb^Rlt6 

t'Utms Ti- a ^ f- b ^'j 3 ymnm^om^^mmm 

mm Ltc9-^mms F M^«x-^SC)iS«lH*x 

[0 0 4 0] ^eiCx c:(DBgW>XxiAt**f|B^#6 
ti^iim Lfc^fellT-SSItgiT 6-64889^. I^HT 
6-23 767 3^> !|tl^¥6-2 64 1 9 9#. ItH 
¥6-2 64 2 0 l^s i|fgi¥6-2 69 9 5 9^lciB 

T^IximmW-G-l 3 2 9 1 6^ii$6tc:|Bi6*nTl^S 
->TBt^fb*nTIB^*nTt^5 CD- R OM^(0fB 

[0 04 1] ^mw-6-6A8 89^izmminTi^^ 

€>) , m »PI, g5MlCfcntS*fF*i0^S^ 

^T5fc46^^. ?ijffl*L)A^#ic:strLTBi^<b*n/cT- 



^l^d;5^^:l£^IL^S^^73o 

[0 0 4 2] gfFtieayp-?-5/^, sfF*iti$Bso-'« 

-gP6^fFpl®<k<i:felc«ilS*n. -i56^x— tic 

«ti^&*nsJi^*^feSo X— Sf, fFRi®, SfF«i^a^ 

nsJi^s iit^<b*nfc4^«87«fflT^tia5^0i^©3^ic 
Bi^<)^fi¥*^n^©<te0Ji^ttBg^^b*tifct^«iT-ssJi 

^> :^<Bi^fb5-nSl^li^^ <7)3-p<7)Ji^*^feSo 
[0 0 4 3] !|fP¥6-2 3 767 3-^tCfBi6*nTl^ 

SSo ?'^-xg#^t*gs->XxZ^ti> Bg^fb 

'^:-x6^eoPt^fb*nfcx-^f^)KMii-s^f«Sjf5ii^ 

ll«DZ&iM^£Sl^tt7^'-^^-X0Pf^<b*n/cx-^ 
)ti^fBS*n/cC D- R 0M^(7)fB^j®f*-e£Sx— 

iSigm h7-'j7, Bf^^^fg-rs^'iaiz 
fF^itayp^'^/^.s mi(DBi^®x %2(o^^mt'^m 

[0 0 4 4] 1 ;^CIL— tf«x— ?^-X^fiJffi-rSfc46 
^^:i^46®©a-b>^^cg^^^Tl\ ^Ol^tcx— S"^- 
XfiJfflT'P^'^I.^riBfli^nTl^So dClx— JJ-^-T. 
fiJffl7^P^~^Alcii> 1 ;^:L-+ftcM"r-5lfii!fcJ:t>'1f 

^fb**i. Bi^ibT— ?<fc*nSo Pi^^bx-^^^i^ jjc 

n^ CD-R ommuwKmmram^iEntcm^ 

^ii0fB^i«ftic«#*nSo 
[0 0 4 5] X— j'^-xi^eESitx-^^fijffl-rs 

t^t\ ncot^it'i^kJ.—ifizmt^mm^mTjkt 

So H^a-bV^tt 1 55ca-+fn:M-rstf$B^Sfftig 
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— tfii#cDBg^ii:&4^u nfc 1 

[0 0 4 6] Bg^^b*n/j:«f^tt'iSyP'?7/x^§tt 

aypy^i.. Bi^^bmiBt^®. 8f^fbm2Bi^®^ 

[0 0 4 7] i;^IL-+fti. i^46l3?ii*nTl^Sx— ? 

1 iKD.-mzmt^'mmm tr i :^iL-+f mw^at 
^n^amL. 4m^nfcPi^®^ffll^TBi^^bgf^1t 
'iayp'^'^i:^^ Bg^<bmi8i^®fcd;i?B§^<bm2Pf 

[0048] Wm.mEMz.9-^(n'§kn. □ 

i^tii55ii^t7-5Ji^tctt^^*nrc^<iF«i'ga^P'5^7 

Alt J: y m^S-n/tm 2 Bt^@>&ffll>TBi^fb*^?7fe 

— ^^^^|Jffl■r«<!:*^c^*®2Pg^a^ffll^T^^^bu 

[0 0 4 9] '^^\'c9-^1S''Ami!mmzzx\d-lEK\. 

ssgBtciEj^^n/cJi^iciis gf^*i^s:/P'?7/x 

J: y m 1 Bi^^fc J;t?m 2 Bi^^6^^^5-n> 1 
-WBi^fbx-'^^^iJffl-rss: <k*^7-*^< j: 

Ti^§Ji^tc»> s^^nn^^Pi^fbx-'jftCx 
a— iftcoi^rcDBi^^bJnTi^^i^lfSiJbM^Jp^n 

So 

[0 0 5 0] 1 ^^□.-■fWBiEBi^ibx-'^^^yfflf ^ 

Ji^tcti. ?flPltga-b>-JJ6^6miBg^li<!:m2Bg^ 
C (7)B3Sj\f *^fTt)tlfc C <»: Ic J; tJ ^ 
1 ;^:i-+f*^6Bi#ib7'~— 5i(D=i l^-SSl^til^jll 
^§tt/c 2 ;^ciL- w??a-r c: <h6m!!* 2 

[005 1] n t°-fe5i^tilnjM*n/cBg^^bx-^^ 
gJtlX-:? fc 2 ;^IL-+f liSfFtt^S-b tcBt^^bx- 
«D 2 ijffl^* jiC-c 2 5>:iL-+f 1 ?5i:iL-+f ,5:M^ 



tf (Dlf $6^gfF«^S-lz > -J^ icjis^-r ^5 il <t tc d: 

S^T*-ti/cBi^<bx— JJ^SBt^^bfccfeOBS^ 
fb-r§/ci6<^^3Bi^®. i:n60^^{b> SBt^fbs 
Bffi^fb^?7 ^^fFliia^p -9 7 Z:.^ 2 ;;X:a-+f iciM 

[0 0 5 2] 1fgi¥6-2 64 1 9 9^tC|3l)i#nTl^ 
[0 0 5 3] x— Jz^-Xtmi> Bg^ib*nTl^35:l^ 

X— ?^^i©*Mii^ffli^TPi^fbu 

1 oiiFj^^ffli^TBf ^fb-r 5 1 <«: t, itm 2 0isffi 
ii^M20iiF»iii^fflt^TPi^fbL^ i:ti6©0i^^b* 
n/cx-^, Bg^ibmnMiisi?Bg^^bm2Mii* 

[0054] n— tfti. 1 sis^ii^m 1 Hfflu 

tcm2mmm^m2mmm^mi^Tmmtu m^itm 
2%mm{tm^immcm^7'-'S'(DU^ -mm-m 

[0 0 5 5] - 2 6 4 2 0 1 ^tCfBlg^nTl^ 

to^o X— jf'^-xjb^eA^L/b^ifccDBi^fb^n/cx 

[0 0 5 6] 1tP¥6-2699 5 9^lc:fBi6*nTl^ 

Bg^<bx-^f^§ttisyx ^-^fbLTfyffl-rsiX ^tco 
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'}'m2(j)^^m^^is.L2'^3.-mzmm^. %2(d 
^^m^mmiEritc2'^3.-mts m2(o^^m^m\.^ 

[0 0 5 7] ['^3mmm'\ ii4ic5^i*-ti/c0»*^^ 

->XxA*.0 3 [Zws-i^tcm 2 IISfi^j0Pi-^S->XxL> 

<!: nm\t^m^t x b tiv' 3 ymmmtM. c a t v la 
ii(D->xxZxtix— s^^ijI)M^^7^cATvaiM^ 

3 K x--?'^-X26i.lMiex7|-->XxJUII©T-'? 
'iS-b>-j!3 3^ §ffigS3 4. X— ?®jtgS3 5S 

[0 0 5 8] T—^<m.^y^3 3tckiyimM3 

U+->:?VUxV X'J'^WFSgWS^St!: J: y 
ffii^tlTl^^o CATVS()i^3 1 <!:§ffigS3 4(7) 

Fist>~cATvsjf5iS3 1 t9-^mmmw3 sayfm 

CATVil$|3 7 71gic*nTL^5» CATVEl 

flprs6%®ft[Hiiii^«ffl-r § <!: mmx^ib^o ^mm 
S3 4 ymgS3 8 tom'Bi.xi^-'^mmmm. 

3 5 <!:a.-+fffi*gS3 8 t(0fm^'T-7m<Ji% 

fc\ x-'?©a-b>-J?3 3<»:CATV]!&iM^3 1(7)Pi(D 
tt^-^fSo ^©if^lCx— JJ«Pg^<b*tlS„ 

[0 0 5 9] c:©->XxAic*5i^Ta?6tiSBg^®:&^ 
H K vd i X— #>!7 TM^S^iSSS^ K sd i ^fflS L C A 

T vwMm 3 1 ic^t^r CAT Mimm 3 1 tisit 

IS-p/c*iSSg^Ksdi^x— Si'ia-bV'Sr 3 3<DiiM^Kb 

d^ffll^TPi^^bLT. 

Cksdikbd=E (Kbd, Ksdi) 

a X u a ym^m^oi^winwm^oim^ 
m:%mLtcSc¥^mim. 7:^□-?x^t^■i>~3 

ffi^©gJ#P^^:&flJffiLfcx-'?SfJM^ FM^«x- 



X— S^^^-r h;U^iBigLfcS;^> S^Sl^tix— 

Bi^fbt s c t % < 5 ir <>: t, r# So 
[0 0 6 0] g;:i(!fe5tHiF«g§iS^lCc);-pT?iJffl^llM 
■r§x-'5J^S}RLfcrL-+fli. x-^r®«gE3 5^ 
ffll^TCATV|HI^3 7^!laLCATVSCJi^3 1^ 
^LTx-- 3 3 iCx— J^OfiJffl^* Lj^> 
t>„ c:a)<!:#a-+flig^3>0iiFJ®Kbu^x-^''ga-b 
y^3 3 ttjiftf So JL- WeOfUffl* Lj2.3^^§lt 
fcx— St'gS-bV'? 3 3^i®^&liKsdi:&fflL^Tx— 5! 
M^Bf^ibLT 
Cinksdi = E (Ksdi, M) 

tf s*gE 3 8 tcjM€-r So tm^-'S^mm-b y 
^ (ommm k vd*^f y^* ta^^^ff o fciL-+f ©lipj® 
Kbu^fflt^Tllg^^b^n> 

Ckvdkbu=E (Kbu, Kvd) 
H— 9'~S*gS3 8lCj^€5-nS„ 
[006 1] x-'?'gS-tr>-?(7)Bg^fb^ffl®Ckvdkbu 
^SttlX-prcIL— tfa. x-^^Siz>^®Pg^fb«ffl 
©Ckvdkbu^n— froSfflUKvu^ffll^Ta^fbLx 
Kvd=D (Kvu, Ckvdkbu) 

b? nfcx— ta-fe y ^ wn^^ k vd^ffli^TPg 

^immmc ksd l kbd^^-^^b 
Ksdi = D (Kvd, Cksdikbd) 

M = D (Ksdi, Cmksdi) 

[0 0 6 2] [m^mmwn m4mmm(0'yx7'umm 
{m 4 ics^* nfc^3 t PI CT^sA^eiiB^tt^g 
BSfSo ^:o->xxZ^^<:fcl^T^«6nsBi^li:^^^im 

3 mmpmrnm^ ta^^^ff ^ (DiiFjn k bu 
7-x- ^m-ty^ ommm k vdj&^ag^^b* nra.— tf 

tc2^fi*tlS(Dtc3>tLs m4*]115lJ^cfct^T^ix-'5^*i 
S-b>'$f©«ffl®Kvd6^^46 I C^j-F^=£ffll^TBBfli 

fiJlCfcl^Ttix— ? M6^x-'?(DfUffl^* L)i3^lc3?f/^; 

[0 0 6 3] a-Wx-'Jr'ga-bV-JJ.tx-'JJ^-X 

x— JJt!:ttji-rSx-'?^a-tr>'?(DSffl®Kvd)bM C 
;tJ-K^(7)IB^Jif*:tCj;U£SlM*CATV|Hli^3 7:& 
iSaLT^^46a-+fHclBfli*nv :i-+f4s5*gS3 8P«3 
t g , /\- FxV 7.<7^S&^\.Hty U+'> 
^VUxV X-?{c:«??*nTt^So x-'?'ia-t>'5J 3 3 

it'Amm K bd ns X- S-!? t-ms s^m® k 
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sdi^ffljiLCATYSfii^s 1 lm^^t^o mmmKs 

di^gJtDJo/cC ATVSfji^S 1 tt^-0^B?gliKsdi 
Cksdikbd=E (Kbd, Ksdi) 

^mmmm k sd i kbd^ 7:^ □ -5^ X b ^ a yumm^ 

[0064] CATVSJfiM^S Uiv liSEg^Ksdi^ffl 
Cinksdi = E (Ksdi, M) 

c A T viHiiiitcj; mm^mt\mm%\t-i5mtmm 

t^o a.-+ftt. s;>:s^i^»Fig^$s/>ttS^'*CAT 

[0 0 6 5] IL-+ftt^46iBfli?nTIL— fmSSS 

¥fflSKvd^ffll^TBi^^b^iSSgllCksdikbd^^^^b 
L. 

Ksdi = D (Kvd, Cksdikbd) 

'mit^^tcmmm K sd i ^ffll^TPg^^bx-^ C mksd i 

M = D (Ksdi, Cmksdi) 

[0 0 6 6] ^^m^m^t^tcisb(o^(om<omBmm 

-^'gS-bV^cDiilliiKbdtiiiftlHlSSiSftT-tiS < Sf 

<ta-b>^OiiFJ®KbdtC7^-^'g«-t>-?0^ffl^K 
Skbdkvd=E (Kvd, Kbd) 

X - • 5? "gS-b > ©ii FJH K bd <!: 1 1, tc X v^-Jj / S 
kbdkvd^Sfj^-rSo 3.-+ftt. g«Lfcx-^^S-lz> 
^ (DiiFw^^ K bd^ffll^Tx v*'^ S kbdkvd«5tlS 

Kbd=D (Kbd, Skbdkvd) 

[0067] [m 6 nji^ij] m 5 mmmizi3i^T9'-'Sf 

mm K bui ^i^46x-^! *iS-tr V-Jt icg^ LTfc < » x 



— 5^'ga-bv■?^*^ x-'?'ia-b>'?®i^FJiiKbd^# 

IL-+f ©i^FJg K bu i ^ffl l^TBi^^b■r So 

Ckbdkbui = E (Kbui, Kbd) 

«/c. x-^'ga-b>-?0iiFjaKbdlCx— Jf'ga-bV 

^(DllfflaKvd^ffll^TTv'~^/^s^.^^Tl\ 

Skbdkvd=E (Kvd, Kbd) 

:i— yStcSSSBi^fbiiFjI^C kbdkbu i St>x v*'^ ;U 
S^, S kbdkvd^&jKii^lc^l y . SfJ^^SligltlX-pfcBg^ 
it'Amm C kbdkbu i SO-'x v'^ /US* S kbdkvd^SfiMf 
So C£D<!:*> iKjg%6«~#a-+f0Bg^fb*ftTt^% 

i^j.—>fmmmm^mt'Amm c kbdkbu i lt 

teiif So SJ5M*nfcBg^fb4iFJ@C kbdkbu i SOxv*' 

^ /US^, S kbdkvd^&gttlX fca-+f li^Wa— (Oii 

PJH K vu i ^ffll^Tx- OPi^fbiiPfSHC k 

bdkbui^^^^bU 

Kbd=D (Kvui, Ckbdkbui) 

^^^b* nfcx— ? ^a-tr V-? (7)iiF»lli K bd^a-+f 

4i5*gSF«gtc«??LTfc<o Sfcs 3.-+fti. gfflL/i: 

x-'S^Wa-b>'?OiiF»I^Kbd^fflU^Txv■~^^;^S*S 

kbdkvd^StigLx 

Kbd=D (Kbd, Skbdkvd) 

^•n*^KiES€.07£n««#?nTi^/i:x— jf-ia-b 

V-J^COfiFfBUKbd^ffiffl-rSo ^(D^'^lCt^t. J.- 

[0 0 6 8] [^7^^ IL-+fttx-^*ia-tr>^ 

® K bu^ X- "ia-b izWrit So J.-tft" e>(DV 
<7XX h^Stt/cx— szgaHz>^fttga??n/c:x-^ 

M ^3.-WAmm K bu^ffll^TBi^f b 
Cinkbu=E (Kbu, M) 

^mm?>o ]K5lil*-tlfclif^fbx-'S'Cmkbu^g«Lfc 
M = D (Kvu, Cmkbu) 

f'Jfflf So 

[0 0 6 9] |215^ffll^T^ *M5IB^©BiW>Xx/^ 

tc. ( a ) lt7rsintc'^(0\,Pmmt)m'^<7 l^'Jy 
mic. (b) te/TN*tifc©«il?'jNt7]#tcJ:S>*-/§te> 

(c) ^c/7^3•n/c0^iy-*ll6^^7•54P5lI5^^i:^ 

cneWBgWVXxA^iSffl L/cJi^W^tfigT-SSo 
c:n8cD'>XxI^li> *^Sg^:??iClJ:J)P;^Txv'^f;US« 

mmin. a-+f4 2. o^-^^y h±owww 

(World Wide Web) +>— /^~7'SS'J\^/£4 3. ^MM 
4 4SSlHi^-:^^7-SS4nro)£4 5*^6«fig*n 

So 

[0 0 7 0] [f^ammm'] (a) icT^irnfc/jNsSffiti: 
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^^MsSt?'J^roJ^4 30iiFJ^Kbs^§ 

TIL— t/0*^Sg^ K su^Bg^ib L. 
Cksukbs=E (Kbs, Ksu) 

«Mu«^>4»tt:L-¥4 2 ©ifeB®^Ksu^ffll^TBi^ 
Cii)uksu=E (Ksu, Mu) 

ifc^gtcJJSCT^^Mu^EiliXtfmutC LTIL-+f 4 2 CD 
Sfnukvu=E (Kvu, mu) 

a— tf 4 20iiPfBliKbu«-MxrLTt^'> h7— 5^4 7^ 

isfi LT'J\^;S4 3 \cmwt^. 

[007 1] 5ia«ll^§ttlXo/c'jN^/a!4 3li. /JN^ 
/S4 3 0l|ffl®Kvs^ffll^TIL—^f 4 2 ©Bf^fblBSS® 
CksukbsS^^^bU 
Ksu=D (Kvs, Cksukbs) 

^^^b^nfca— tf 4 2 0^iSSgMKsu^ffll^TPf ^fbfl 

)t»Ciiiuksu^^^<bU 

Mu=D (Ksu, Cmuksu) 

HKbu^ffll^TJ.— tf 4 20xv'^f/US«i Smukvu^5i 
mu=D (Kbu, Smukvu) 

□.-+f4 2tJ:#^7 h7— ?4 7^igSLTU->-h^)i 
y h:<J- FS^^Bi^^bLT)ii^^^LTl^5fc46'5'^v■■•y 
[0 0 7 2] $^cs 'jN^;S4 3*^5i;±»7*-T'y hs 

£Oxi>~^J Msl ^JI$iS:»ms1 

Ls ^:n^^:/J^^/^4 3 0llffliiKvsS•ffll^Tr>'^;^s 

Snis1kvs=E (Kvs, msl) 

4 3 (DiiFJH K bs^-^f^t LTSfiM Ls a- WJn 
^/£4 3 (DiiFjl® Kbs>g■ffll^Txv■~^^;^g^I Sms1kvs:& 

fill! 

ms' =D (Kbs, Smskvs) 

So 

[0 0 7 3] i^^%wm (b) ics^*nfce?'jNt7) 

7-S5«fBi6'jNt7)#7*-T7 hMf(C^MM4 4(^ 
iiFff^®Kbf^-^jxtLT^a4 1 SSlHiC ATVlHl^^ 



fiL/cIL-+f 4 2ti. ^MM<7)^iFJ^Kbf:£ffll^TIL 

4 2 ©iteffili K su^flf ^fb u 
Cksukbf=E (Kbf, Ksu) 
^fe$t<!:S^^^8i^COl^TO*«Mu^IL-^f 4 2 
ffiii K su^ffllNTBg^fb LTIBA 
Cmuksu=E (Ksu, Mu) 

ig^gtcj;£;i;T*3SMu^EiSi3t»mui:Lx CtilciL— if 
4 2 0l|ffl3iKvu^ffll^Txv*^^/^§^l^^T■pT 
Smukvu=E (Kvu, mu) 

a.-+f 4 2©iiF,f1liKbu<!:. ^MM4 40iiF^iaKbf 
7-Bt^fb* n/clL-+f 4 2 <DBi^<b*iSSgiiC ksukbf 
^^fLT^>•y h7-<7 4 7^igSLT^i!ll!^M4 4tc5M€ 

■rso 

[0 0 7 4] i3i6•2l^'J^t7)#^§^tlX•pfc^ll!i^M4 4 
tt> ^il!«0llfflliKvf^ffll^TIL—^f4 2©Bg^^b 
^BffiUCksukbf^^^ibLs 
Ksu=D (Kvf, Cksukbf) 

^^^b^nfcIL-+f^Dl^SSg^Ksu:&ffll^T^^/^5t<!:^& 
^gKDBt^fbx— Cmuksu^^^fbLs 
Mu=D (Ksu, Cmuksu) 

eiCxv^'^/Ua^S Smukvu*^^i.t)0tta.-+f 4 2 
i^f L/c^iM^Kbu^ffil^T^.—^f 4 2^5|igU 
mu' =D (Kbu, Smuksu) 

5iiS»Ms2^a— tf4 26^'^fxfL/ciiF»lliKbu^ffll^T 
Bf^fbL. 

Cms2kbu=E (Kbu, Ms2) 

h7-'j7 4 7^i|iatTlL-+f4 2tc:)g#-rSo 
[0075] ^Si^lM 4 4 6^ 6 (7)Bg^fb5liS» C msZkbu 
^gltlX-p/ca— tfli. IL—tf4 2(DSffl^Kvu5£ffil^ 
TBig^<b{tiS» C fns2kbu^^^^b L T 
Ms2=D (Kvu, Cms2kbu) 

^SS^Bi^fb LT'jNiiU^tiilBA LTt^Sfc46'J^t:!!]#^^:iB 

[0 0 7 6] $fcs xv'^/Ux— ^^7■SS»IIBi6'J^t7J^ 
7*-V>y HVIf^Erli3t»mfiU c:ntC^MH4 
4(D^ffl^Kvf^ffll^Tx>*'^;^S€l^^7l\ 
Siiifkvf=E (Kvf, mf) 

^MM4 40iiFJ^Kbf^^j'!fLTSci^U n—tf*^ 
4 4 OiiFfBS K bf ^ffll^Tx v>'^ /US^i S mskv 

mf =D (Kbf, Smfkvf) 

fScfcdtcU -f 6lc5liS»Ms^EiSIS:»ms<i:U 

n^ca-^/^l^•^^^tL/ciiFJ^Kbu^ffll^TTV■~^'/^S^ 

Smskbu=E (Kbu, ms) 

[0077] [^10 wmm ( c ) ic5^* nfc^ 
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Siiiw1kvw=E (Kvw, mwl) 

hMw1<!:ffl]ro/£4 5©i^FJiiKbw^§ltBJo 

4 5©iiFJaKbw^ffll^TBg^^bL^ 
Cmukbw=E (Kbw, Mu) 

h7— j7 4 7^igaLT4n^i£4 5lt5llii-rS„ C 

U Cntca-+f 4 2 0^^31 Kvu^ffll^TT^v'^/l/S 

Smkvu=E (Kvu, mu) 

[0 0 7 8] Bt^<bBSfiSII»Ciiiukbw^gttlXoyciP 
^;£4 5«, ^P^J£4 50llffl^Kvw^ffll^TBi^^bE 
aflcli»Cinukbw^^^fbL> 
Mu=D (Kvu, Cmukbw) 

iB®*nfcBiS«clirt§Mu«5iiSL. Ma#il^*?7 
fSo *6tCxv*"-Sf;US*Snikvu3b^*nTl^SJi^lc« 
)M€?n/c:i-+f 4 2 0^iFflliKbu^fflL^Txv•■'Jf /US 

mu=D (Kbu, Stnkvu) 

lix M«»Mw2^J.— »f4 2(D^iFff^liKbu^ffll^TBg^ 
fbU 

Ciiiw2kbu=D (Kbu, Mw2) 

;toy h7-'J'4 7^«aLTlL-+f4 2tCiM#-r^o 

[0 0 7 9] mmiS4 5(7)ai^fbB«»Cmw2kbu>&§l:f 
gSo/clL-+f4 2ti. a—^f4 2<DSfflliKvu^ffll^T 
a^^bf^o 

Mw2=D (Kvu, Cinw2kbu) 

[0 0 8 0] cne (a) ~ (c) tcS^*n/c:->7>xL> 

[0 08 1] u±mmLtc^o\t. ^mno^w^T. 
x/^«fflL^5^: ttc cfc u cnsTsy-i^ici/xxAi LT 

flSe*I^:1f fgy <k □ > If a ^ffll^fcx-^ iiiS 
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(54) CIPHERING KEY SYSTEM 

(57)Abstract: 

PURPOSE: To prevent illicit use by using a secret key so as to cipher datasending 
the data to a data communication equipment via a communication channel and 
decoding the received data through the use of the secret key. 
CONSTITUTION: A data communication equipment 15 is used to apply the use of 
data to a database 12 via a communication channel 17. In this casethe user 
ciphers his own secret key by using an open key of the database 12 and sends the 
cryptographic key to the database 1 2. The database 1 2 decodes the ciphered 
secret key of the user by using an exclusive keyciphers the data applied for the 
use by using the secret key of the user to be decoded and sends the ciphered 
data to the equipment 1 5 via the channel 1 7. The user receiving the data ciphered 
by using his own secret key uses a user terminal equipment 18 to decode the 
ciphered data ciphered by using his own secret key. Moreovera charge center 1 3 
is provided to the database 1 2 to be used for account of the charge attending 
intake/issue of orders. 



CLAIMS 



[Claim(s)] 

[Claim 1]Are an encryption key system wliich comprises a broadcasting stationa 
databasea receiving seta data communication unitand installed user terminalsand 
the laforementioned encryption key systemit is connected between said database 
and said broadcasting station by off-line meanssuch as online correspondence 
meanssuch as a dedicated lineor a flexible diskis connected by a communication 
line between the; aforementioned database and said data communication unitis 
connected through radio between the; aforementioned broadcasting station and 
said receiving setand;. Are an on-line means directly between said receiving set 
and said installed user terminals and between said data communication unit and 
said installed user terminalsor it is connected by off-line meanssuch as a flexible 
diskand the; aforementioned database prepares a public key and a specified key. 
At said broadcasting stationsaid public key. Supply and the; aforementioned 
broadcasting station said received public key. When applying for using [ which it 
broadcaststhe; aforementioned receiving set transmits said received public key to 
said installed user terminalsthe; aforementioned installed user terminals save said 
transmitted public keyand; user wishes ] of dataa user's secret key is used and 
enciphered for said received public key. Said database which transmitted to said 
database and received a use application of; data decrypts said secret key of said 
user using said specified keyAn encryption key system which data is enciphered 
using said secret key of said decoded userit transmits to said data communication 
unit via said communication lineand the; aforementioned user transmits received 
data to said installed user terminalsand decrypts data using said secret key. 
[Claim 2]An encryption key system of the claim 1 by which a digital signature of 
said database is made by said public key. 

[Claim 3]Are an encryption key system which comprises a CATV broadcast officea 
charging centera receiving seta data communication unitand installed user 
terminalsand the :aforementioned encryption key systemit is connected by a 
CATV circuit between said CATV broadcast office and said receiving set and 
between said CATV broadcast office and said data communication unitand directly 
between the; aforementioned receiving set and said installed user terminals and 
between said data communication unit and said installed user terminals by an on- 
line means. Or it is connected by off-line meanssuch as a flexible diskand; user 
registers a user's public key into a CATV broadcast office beforehandor show at 
the time of a use applicationand the; aforementioned CATV broadcast office 
enciphers a television program using said secret key of a CATV broadcast 
officeEncipher a secret key which is a utilization permission key of said CATV 
broadcast office using a public key of said user who made a use 
applicationbroadcast via a CATV circuitand the; aforementioned user receives said 
television program and said secret key with said receiving setAn encryption key 
system which decrypts said secret key using a specified key corresponding to said 
public keyand decrypts a television program with said decoded secret key. 
[Claim 4]Are an encryption key system which comprises a CATV broadcast officea 
data management centera receiving seta data communication unitand installed 



user terminalsand the :aforementioned encryption key systemBy a CATV circuitit 
is connected between said CATV broadcast office and said data management 
center by off-line meanssuch as online correspondence meanssuch as a dedicated 
lineor a flexible diskis connected between the; aforementioned CATV broadcast 
office and said receiving set and between said CATV broadcast office and said 
data communication unitand;. it is an on-line means directly between said receiving 
set and said Installed user terminals and between said data communication unit 
and said installed user terminals — it is — being connected by off-line meanssuch 
as a flexible disk — ; — said data management center a public key and a secret key 
of each data to supply. Preparesupply said CATV broadcast office and the; 
aforementioned CATV broadcast office enciphers a secret key of said data 
management center using a public key of said data management center. While it 
broadcasts and; user applies for use of data to said data management center via 
said CATV broadcast office via said CATV circuit using said data communication 
unit, transmitting said user's public key — ; — said data management center each 
data using said secret key of each data[ encipher and ] A public key of said data 
management center is enciphered using said user's public keyTransmit a public key 
of each enciphered data and said enciphered data management centerand a 
specified key of a data management center to said userand the; aforementioned 
user decrypts a public key of said data management center using said user's 
specified keyan encryption key system which decrypts a secret key of each data 
of saidenciphered using a public key of said decrypted data management 
centerand decrypts said data in each using a secret key of each composite-ized 
data of said. 

[Claim 5]An encryption key system of the claim 4 by which a digital signature of 
said data management center is made by said public key. 

[Claim 6]Are an encryption key system which comprises a CATV broadcast officea 
data management centera receiving seta data communication unitand installed 
user terminalsand the :aforementioned encryption key systemBeforehandregister a 
user's public key into said data management centerand the; aforementioned data 
management centerA public key of said data management center is enciphered 
using each of said user's public keyA specified key of said data management 
center. Use and to a public key of said data management center a digital signature. 
Transmit a public key of said data management center enciphered by carrying 
out;and a digital signature of said data management center to a CATV broadcast 
officethe; aforementioned CATV broadcast office broadcasts a public key and a 
digital signature of said data management center which were encipheredand the; 
aforementioned user said user's public key. An encryption key system which 
checks a digital signature using a public key of said decrypted data management 
center while decrypting an encryption public key of said data management center 
used and received. 

[Claim 7]An encryption key system of the claim 6 which gives a public key of said 
data management center where user identification information as which each user 
is not enciphered was encipheredand is broadcast. 



[Claim 8]Are an encryption key system which comprises a CATV broadcast officea 
data management centera receiving seta data communication unitand installed 
user terminalsand the :aforementioned encryption key systemSaid data 
management center which showed said data management center said user's public 
keyand received a data utilization request from the; aforementioned user whenever 
a user demanded use of data of said data management center enciphers data by 
which the utilization request was carried out using said user's public key. An 
encryption key system by which said user who received said encryption data of 
which it transmitted to said CATV broadcast officethe; aforementioned CATV 
broadcast office broadcast said received data which was encipheredand; broadcast 
was done decrypts said encryption data using said user's specified key. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application]This invention relates to the encryption key system used in 
the transaction system using television systemsdatabase systemor electronic 
intelligence exchange (Electronic Data Interchange:EDI)etc. 
[0002] 

[Description of the Prior Art]The cable TV broadcast called CATV using the 
satellite broadcastingcoaxial cableor optical cable called a broadcasting satellite 
(BS) and communications satellite (CS) other than the terrestrial broadcasting 
usual today called information age is spreading. 

[0003]In the satellite broadcasting or CATV broadcast which can distribute several 
ten channels simultaneouslySpecial channelssuch as a moviea sportmusicetc. to 
which it cannot view and listen depending on a contract comprehensive besides 
the common channel with which the scramble to which it can view and listen by a 
comprehensive contract is not applied and by which scramble was carried outare 
formed. It is necessary to contract but in order [ of which scramble is canceled ] 
to view and listen to these channelsand to carry outand since this contract term 
is usually performed in the unit for about one monthit cannot view and listen to it 
by a contract at any time. 

[0004] Fee collection is performed while this invention persons obtain a viewing- 
and-listening permission key from a charging center through a public telephone 
and telegraph circuit by JP6-46419A and JP6-1410004AThe device for it was 
proposed for the system which cancels the scramble performed with a scramble 
pattern which is different for every program using a viewing-and-listening 
permission keyand views and listens to a program by JP6-132916A. 
[0005]In these systems and devicesthe program use candidate by whom scramble 
was done makes a use application to a charging center via a communication line 
using a communication apparatusand a charging center performs accounting and 
collects a fee while it transmits a permission key to a communication apparatus to 



this use application. The use candidate who received the permission key with the 
communication apparatus sends a permission key into a receiving set by indirect 
meanssuch as a direct means or a flexible disk which connects a communication 
apparatus and a receiving setThe receiving set into which the permission key was 
sent cancels the scramble of a program with the permission keyand a use 
candidate uses a program. 

[0006]To JP6-132916Aas application of these systems and a deviceThe tape or 
disk with which two or more data by which scramble was carried out with a 
respectively different scramble pattern was recorded is sold or lentand the system 
and device which supply a utilization permission key by an IC card etc.and use 
specific data are also indicated. 

[0007] Each computer until now various kinds of data saved independently today 
when it is called the information age LAN (Local Area Network)WAN (Wide Area 
Network) and the Internet system which connected these mutually constitute a 
computer communication networkand the database system used mutually is 
spreading. 

[0008]The television moving image signal which was not able to digitize on the 
other hand since the amount of information would become huge if it digitizesBy 
compressingdecrease the amount of information and the art which enables 
practical digitization is developedUntil now. The H.261 standard for a television 
meetingthe JPEG (Joint Photographic image coding Experts Group) standard for 
still picturesMPEGI for image storage (Moving Picture.) image coding Experts 
Group 1 standard and the MPEG 2 standard corresponding to the high-definition- 
television broadcast from the present television broadcasting were created. 
[0009]The digitization art using such image compression technology is not only 
used for television broadcasting or video image recordbutThe television video data 
which was not able to be carried by computer until now can be treated nowand the 
"multi-media system" which deals with simultaneously various kinds of data which 
a computer treatsand the digitized television video data attracts attention as 
future art. This multi-media system is also included in data communicationsand is 
used as one of the data on a database. 

[0010]Thuswhile the use area of a database is expandedBy copies or transmission 
other than how fee collection to the data use on a database is performedand 
direct use of dataetc. How it deals with the problem of the 2nd order copyright 
generated by the problem of copyright and processing of data to generate poses a 
big problem. In order to ensure fee collection and processing of copyrightit is the 
best means for it for it to be necessary to carry out as [ be / use of data / 
impossible ]if it is not a regular userand to encipher data. 

[001 1]The information in the various dealings conducted by indicating on paper so 
far is electronic-data-izedThe electronic market system which performs electronic 
commerce technology using the electronic intelligence exchange (EDI) mutually 
transmitted and received using data transmission technology is examinedand 
progressing further and settling an electronic commerce system by electronic 
banking is also examined. The reliability of a transaction content is required in a 



commercial transactionand safety is required in settlement of accounts. 
Thereforein the electronic commerce system and electronic clearing system with 
which such reliability and safety are demandedit is necessary to encipher data as 
an alteration or surreptitious use of data is not performed. 
[0012]In these television systemsdatabase systemor an electronic commerce 
systemin order to encipher data and to decrypt and use the enciphered dataan 
encryption key is requiredand although an encryption key must be passed to a 
data usersince safety and certainty are requiredthis work is dramatically 
complicated. 

[0013]This invention gives general explanation about data encoding technology 

firstalthough data encoding technology plays an important role in the composition. 

It is a case where encipher plaintext data M using the encryption key Kand 

cryptogram data C is obtained in data encoding technology C=E (KM) 

It is a case where expressdecrypt cryptogram data C using the encryption key 

Kand plaintext data M is obtained M=D (KC) 

It expresses. 

[0014]As a typical method used in data encryption artthere are a private key 
cryptosystem and a public-key crypto system. A secret key method is a cipher 
system which uses the same secret key Ks as encryption and decryption. 
Cmks=E(KsM) 
M=D(KsCmks) 

[001 5]A public key system is an encryption key method with which the key for 
encryption and the key for decryption are used as an encryption keythe key for 
encryption is exhibitedand the key for decryption is not exhibited. 
The key for encryption is called the public key Kband the key for decryption is 
called the specified key Kv. 

The side which sends information in order to use this cipher system enciphers 
plaintext data M using the public key Kb of the side which receives dataand is 
Cmkb=E (KbM). 

The side which received data is decrypted using the specified key Kvand obtains 

plaintext data M. 

M=D(KvCmkb) 

The decipherment of a code is dramatically difficult for this public key system. 
[0016]As application of data encoding technologyin order to secure the reliability 
of dataa digital signature may be performed as an electronic data authentication 
means. Although there are what uses a secret keyand a thing using a public key in 
a digital signaturegenerally a signature is performed using a public key. By 
enciphering the document m into which the signer compressed the document M 
with the hash (Hash) algorithm in the digital signature performed using a public key 
using a signer's specified key Kva digital signature is obtained and it is Smkv=E 
(Kvm). 

The script M or the compression document mand digital signature Smkv are 
transmitted to an addressee. An addressee decrypts digital signature Smkv using a 
signer's public key Kband is m'=D (KbSmkv). 



If it is m'=mit will be checked that a signature is right. 

[0017]This invention persons proposed the invention entitled an "encryption key 
system" in prior ****** Japanese Patent Application No. No. 70643 [ six to ] as a 
method of passing a user these encryption keys. The encryption key in the 
encryption key system of this prior invention is passed to an encryption key being 
passed only to a user in the encryption key system currently generally performed 
besides a user. 

[0018]The composition of the encryption key system proposed by Japanese 
Patent Application No. No. 70643 [ six to ] was shown in drawing 1 . This system 
comprises the broadcasting station Ithe database 2the charging center 3the 
receiving set 4the data communication unit Sand the installed user terminals 8 
which perform multiplexing broadcastssuch as BS-CS and terrestrial televisionor 
FMor data broadcasting. It is connected by communication linessuch as a 
dedicated linethe flexible diskor other means between the broadcasting station 1 
and the database 2 and between the database 2 and the charging center 3. It is 
connected by the communication lines 7such as a public line or a CATV 
circuitbetween the database 2 and the data communication unit 5. It is connected 
by the broadcasting electric-wave 6 between the broadcasting station 1 and the 
receiving set 4. It is connected by direct meanssuch as a connecting cableor 
indirect meanssuch as a flexible diskbetween the receiving set 4 and the installed 
user terminals 8 and between the data communication unit 5 and the installed user 
terminals 8. It is a course of the information which is not enciphered that this 
figure was shown by the solid lineand the course of the enciphered data was 
shown by the dashed line. 

[0019]In this systemthe database 2 supplies beforehand the utilization permission 
key Kp (henceforth "a permission key") containing the different encryption key Kd 
for every data to the broadcasting station 1 . In order to make it easy to 
understandthe permission key Kp is explained as what comprises only the 
encryption key Kd. It is enciphered using the case where it is supplied without 
being encipheredand the public encryption key KOand the encryption key Kd is 
Ckdk0=E (KOKd). 

It may be supplied as encryption encryption key CkdkO. When the encryption key 
Kd is enciphered and suppliedthe public encryption key KO for decrypting 
encryption encryption key CkdkO is supplied to a user. Supply of this public 
encryption key KO may be passed to a user with the encryption data Cmkdwhen 
the encryption data Cmkd is sentwhen a user registers with a database and it is 
carried out. 

[0020](a) When the encryption key is not enciphered. 

In this encryption key systemthe broadcasting station 1 broadcasts the encryption 
key Kd supplied from the database 2 using the electric wave 6. The receiving set 4 
supplies the received encryption key Kd to the installed user terminals 8and the 
installed user terminals 8 save the received encryption key Kd at recording 
mediasuch as semiconductor memorya flexible diskor a hard disk. A data use 
candidate (user) applies for use of the data M to the database 2 via the 



communication line 7 using the data communication unit 5. Tine database 2 whicli 
received tlie use application of the data M enciphers the data M with use hope 
using the encryption key Kd which is the permission key Kpand is Cmkd=E (KdM). 
While transmitting the encryption data Cmkd to a user's data communication unit 5 
via the communication line 7accounting is performed between the charging centers 
3. The data communication unit 5 supplies the received encryption data Cmkd to 
the installed user terminals Sand the installed user terminals 8 decrypt the 
encryption data Cmkd using the encryption key Kd saved at the recording medium. 
M=D(KdCmkd) 

[0021 ](b) When an encryption key is enciphered and the public encryption key is 
beforehand distributed to the user. 

In this encryption key systemwhen registering that a user uses a databasethe 
public encryption key KO is supplied to a user by recording mediasuch as ROM or 
a flexible diskand the supplied public encryption key KO is saved at the installed 
user terminals 8. The database 2 enciphers the encryption key Kd using the public 
encryption key KOand is CkdkO=E (KOKd). 

Encryption encryption key CkdkO is supplied to the broadcasting station 1 . The 
broadcasting station 1 broadcasts encryption encryption key CkdkO supplied from 
the database 2 using the electric wave 6. The installed user terminals 8 decrypt 
encryption encryption key CkdkO using the public encryption key KO saved 
beforehand first by supplying encryption encryption key CkdkO which received to 
the installed user terminals 8and the receiving set 4 is Kd=D (KOCkdkO). 
The decoded encryption key Kd is saved at recording mediasuch as semiconductor 
memorya flexible diskor a hard disk. 

[0022]A data use candidate applies for use of the data M to the database 2 via the 
communication line 7 using the data communication unit 5. The database 2 which 
received the use application of data enciphers the data M with use hope using the 
encryption key Kdand is Cmkd=E (KdM). 

While transmitting to the data communication unit 5 via the communication line 
7accounting is performed between the charging centers 3. The data 
communication unit 5 supplies the received encryption data Cmkd to the installed 
user terminals 8and the installed user terminals 8 decrypt the encryption data 
Cmkd using the saved encryption key Kd. 
M=D(KdCmkd) 

[0023](c) When the encryption key is enciphered and a public encryption key is 
distributed to a user with encryption data. 

In this encryption key systemthe database 2 enciphers the encryption key Kd 
using the public encryption key KOand it is CkdkO=E (KOKd). 
The broadcasting station 1 is supplied. The broadcasting station 1 broadcasts 
encryption encryption key CkdKO supplied from the database 2 using the electric 
wave 6. The receiving set 4 supplies encryption encryption key CkdkO which 
received to the installed user terminals 8and the installed user terminals 8 save 
encryption encryption key CKdkO at recording mediasuch as semiconductor 
memorya flexible diskor a hard disk. 



[0024]A data use candidate applies for use of the data M to the database 2 via the 
communication line 7 using the data communication unit 5. The database 2 which 
received the use application of data enciphers the data M with use hope using the 
encryption key Kdand is Cmkd=E (KdM). 

While transmitting to the data communication unit 5 via the communication line 7 
together with the public encryption key KOaccounting is performed between the 
charging centers 3. The installed user terminals 8 decrypt encryption encryption 
key CkdkO saved at the recording medium using the public encryption key KO by 
supplying the encryption data Cmkd and the public encryption key KO which were 
received to the installed user terminals Sand the data communication unit 5 is 
Kd=D (KOCkdkO). 

The encryption data Cmkd is decrypted using the decrypted encryption key Kd. 

M=D(KdCmkd) 

[0025] 

[Summary of the Inventionjln this applicationthe concrete composition for applying 
the invention of the encryption key system indicated to this point ** to television 
systemsdatabase systemor an electronic commerce system is provided. This 
system comprises a broadcasting stationa databasea receiving seta data 
communication unitand installed user terminalsThe encryption key which a secret 
key method and a public key system are adopted as an encryption key methodand 
a digital signature is used furtherand is used at this time is supplied by broadcast 
without being enciphered or enciphered. In prevention of the illegal use in database 
systema pay-per-view systemand a video-on-demand systemand management of 
copyrightthis invention is effectiveand is an effective means in realization of the 
electronic marketplace which used the electronic intelligence information system 
further. 
[0026] 

[Example]Hereafterthe example of the invention in this application is described 
using drawing 2 - drawing 4 . 

The [1 st example] The encryption key system of the 1 st example applied to 
database system was shown the invention in this application in drawing 2 and this 
systemBy the multiplexing broadcast or digital broadcasting by BS-CS and 
terrestrial televisionor FM broadcasting. Data broadcasting. It comprises the 
installed user terminals 18 using the receiving set 14 which receives data 
broadcasting which the broadcasting station 1 1 to performthe database 1 2 with 
which various data containing a video data was storedthe charging center 13and 
the broadcasting station 1 1 broadcastthe data communication unit 1 5 which 
communicates with the database 1 2and data. 

[0027]It is connected by indirect meanssuch as a direct means or a flexible disk 
connected by communication linessuch as a dedicated linebetween the database 
12 and the broadcasting station 1 1 and between the database 12 and the charging 
center 13. It is connected by the communication lines 17such as a public line or a 
CATV circuitbetween the database 1 2 and the data communication unit 1 5. It is 
connected between the broadcasting station 1 1 and the receiving set 14 by the 



electric waves 16such as terrestrial television broadcastingsatellite TV JON 
broadcastCATV broadcastFM broadcastingor satellite data broadcasting. It is 
connected by direct meanssuch as a connecting cableor indirect meanssuch as a 
flexible diskbetween the receiving set 14 and the installed user terminals 18 and 
between the data communication unit 1 5 and the installed user terminals 1 8. It is a 
course of the data which is not enciphered that this figure was shown by the solid 
lineand the course of the enciphered data was shown by the dashed line. Although 
delivery of the data between the database 12 and the broadcasting station 11 and 
between the database 1 2 and the charging center 1 3 is performed by a dedicated 
line or the flexible disk in principlea public line or a broadcasting satellitea 
communications satelliteand terrestrial broadcasting can also perform. In that 
casedata is enciphered. 

[0028]In this systema secret key method and a public key system are adopted as 
an encryption key method. The database 12 prepares the public key Kbd and the 
specified key Kvdand supplies the public key Kbd to the broadcasting station 11. 
The broadcasting station 1 1 which received the public key Kbd broadcasts the 
public key Kbd by the teletext using the scanning line in the blanking period of an 
analog television video signaldata broadcasting using the sub voice zone of the 
analog television audio signalFM-multiplex-data broadcaster digital data 
transmission. The digital signature of the database 1 1 can be performed to the 
public key Kbd in this case. 

[0029]It can also supply for the facilities of the data use to this timewithout 
enciphering the table of contentsthe contents introduction of datathe commodity 
catalogthe purchase orderthe unindicated checkand copyright information which 
indicated the title of the data which can be used. The installed user terminals 18 
which the receiving set 14 which received the broadcast public key Kbd 
transmitted the public key Kbd to the installed user terminals 18and received the 
transmitted public key Kbd save the public key Kbd at recording mediasuch as 
semiconductor memorya flexible diskor a hard disk. 

[0030]The user who chose the data which wishes to use applies for use of the 
data M to the database 12 via the communication line 17 using the data 
communication unit 1 5 by table of contents or a contents introduction. At this 
timeit enciphers using the public key Kbd of the database 12 which received its 
own secret key Ksuand a user is Cksukbd=E (KbdMksu). 
It transmits to the database 1 2. 

[0031]The database 12 decrypts a user's enciphered secret key Cksukbd using the 
specified key Kvdand is Ksu=D (KvdCksukbd). 

It enciphers using the secret key Ksu of the user who had the data M in which the 

use application was made decryptedand is Cmksu=E (KsuM). 

It transmits to a user's data communication unit 15 via the communication line 17. 

[0032]The user who received the data Cmksu enciphered using its own secret key 

Ksu decrypts the encryption data Cmksu which is the installed user terminals 18 

and was enciphered using its own secret key Ksuand is M=D (KsuCmksu). 

It uses. 



[0033]The charging center 13 interlocked with the database 12 is established in 
this system. When data is provided for payit is usedbut this charging center 1 3 is 
not used when data is data provided for nothing [such as shopping information]. 
Howevereven if it is data provided for nothing [such as shopping information]it is 
used when price liquidation accompanying a carrier and order is performed. 
[0034]The [2nd example] The encryption key system of the 2nd example that 
applied the invention in this application to the video-on-demand (Video On 
Demand:VOD) system which broadcasts a television program according to the 
hope from a use candidate was shown in drawing 3 . This system comprises the 
CATV broadcast office 21 the charging center 23the receiving set 24the data 
communication unit 25and the installed user terminals 28. When a television 
program is sponsored for payit is usedbut the charging center 23 is not used when 
a television program is sponsored for nothing [such as with an advertisement]. In 
this systemthe television broadcasting program and encryption key which were 
enciphered are transmitted by CATV circuit 27 which is a single course. 
[0035]It is connected between the CATV broadcast office 21 and the charging 
center 23 by indirect meanssuch as a direct means or a flexible disk electrically 
connected by communication linessuch as a dedicated line. It is connected by 
CATV circuit 27 between the CATV broadcast office 21 and the receiving set 24 
and between the CATV broadcast office 21 and the data communication unit 25. It 
Is connected by direct meanssuch as a connecting cableor indirect meanssuch as 
a flexible diskbetween the receiving set 24 and the installed user terminals 28 and 
between the data communication unit 25 and the installed user terminals 28. It is a 
course of the data which is not enciphered that this figure was shown by the solid 
lineand the course of the enciphered data was shown by the dashed line. Although 
delivery of the data between the CATV broadcast office 21 and the charging 
center 23 is performed by a dedicated line or the flexible disk in principlea public 
line or a broadcasting satellitea communications satelliteand terrestrial 
broadcasting can also perform. In that casedata is enciphered. 
[0036]In this systema CATV system Is also treated as a kind of a database and a 
secret key method and a public key system are adopted as an encryption key 
method. The user using this VCD system registers his public key Kbu into the 
CATV broadcast office 21 beforehandor the communication apparatus 25 is used 
at the time of a use applicationand he transmits. 

[0037]The CATV broadcast office 21 enciphers the secret key Ksb of the CATV 
broadcast office 21 using the public key Kbu of the transmitted userand is 
Cksbkbu=E (KbuKsb). 

It transmits to the data communication unit 25 via CATV circuit 27. On the other 

handit is enciphered using the secret key Ksb of the CATV broadcast office 21 and 

the television program M is Cmksb=E (KsbM). 

It is broadcast by the receiving set 24 via CATV circuit 27. 

[0038]A user decrypts the encryption secret key Cksbkbu of the received CATV 

broadcast office 21 using a user's specified key Kvuand is Ksb=D (KvuCksbkbu). 

The encryption television program Cmksb is decrypted using the secret key Ksb of 



the decoded CATV broadcast office 21 and it is IVI=D (KsbCmksb). 
It uses. 

[0039]This encryption key system is applicable also to television 
broadcastingaudio broadcastsor data broadcasting other than CATVif encryption is 
possible. The teletext using the scanning line in the blanking period of an analog 
television video signaldata broadcasting using the sub voice zone of the analog 
television audio signalFM-multiplex-data broadcaster digital data transmission is 
available as a method of transmitting an encryption key from a broadcasting 
station. 

[0040]Prior ****** Japanese Patent Application No. No. 64889 [ six to ] as which 
this invention persons proposed this encryption key systemit is available also 
when distributing an encryption key in the data copyright management system 
indicated to Japanese Patent Application No. No. 237673 [ six to ]Japanese 
Patent Application No. No. 264199 [ six to ] Japanese Patent Application No. No. 
264201 [ six to ]and Japanese Patent Application No. No. 269959 [ six to ]. This 
encryption key system can be applied also when using recording media which this 
invention persons indicated to JP6-132916A proposedsuch as CD-ROM on which 
two or more information is enciphered and recorded by several different patterns. 
These prior inventions are explained. 

[0041]The outline of the data copyright management system indicated to 
Japanese Patent Application No. No. 64889 [ six to ] is as follows. In order to 
manage the copyright in the display (sound-ization is included) of the digital data 
in database system also including the real time transmission of a digital 
imagepreservationa copyprocessingand transmissionAny of the program for 
managing copyright other than the key which permits use of the data enciphered 
to the use proposer if neededcopyright informationor a copyright management 
messageor one or more are transmitted. It manages by supervising so that use 
which a copyright management message is displayed on a screen when use which 
applies or is contrary to the contents of permission tends to be performedand 
performs cautions or warning to a userand applies for a copyright management 
programor is contrary to the contents of permission may not be performed. 
[0042]When the whole is respectively supplied with a permission keywhen the 
whole is supplied with dataa part may be supplied with a permission keyandas for a 
copyright management programcopyright informationand a copyright management 
messagea part may be supplied with data. For dataa permission keya copyright 
management messagecopyright informationand a copyright management program. 
When it is in the state which it was transmitted in the state where it was 
enciphered when a code was solved by utilization timealthough transmitted in the 
state where it was encipheredand the code was solved only on the occasion of a 
displayand was enciphered when it was othersand not enciphered at allthere are 
three cases of **. 

[0043]The outline of the data copyright management system indicated to 
Japanese Patent Application No. No. 237673 [ six to ] is as follows. The database 
with which the data in which this database copyright management system is not 



enciphered was storedThe data supplying means which are recording mediasuch as 
CD-ROM on which the data in which broadcasting stationssuch as Satellite 
Broadcasters which broadcasts the data enciphered from the databaseor a 
database was enciphered was recordedit comprises a communication networka 
lock management center which manages an encryption keyand a copyright 
management center which manages the copyright of a databaseThe copyright 
management program for managing the database use program and copyright for 
using a databasethe 1 st encryption keyand the 2nd encryption key are used. 
[0044] 1 next user registers with a lock management center beforehandin order to 
use a databaseand the database use program is distributed to him in that case. 
The program which generates an encryption key peculiar to 1 next user with a 
predetermined algorithm using the information and information about 1 next user is 
included in this database use program. When it is it being accumulated in the 
databasewithout being encipheredbeing broadcastand being recorded on a 
recording mediumor going via a communication network and is distributedit is 
enciphered with the 1 st encryption keyand let data be encryption data. When 
distributed via broadcast or a communication networkencryption data The 
semiconductor memory of 1 next-user terminal unitit is saved at recording 
mediasuch as a flexible disk or a hard diskand when it is recorded on a CD-ROM 
recording medium and distributedit is saved at recording mediasuch as 
semiconductor memory of a state as it is or 1 next-user terminal unita flexible 
diskor a hard disk. 

[0045]Although a key for 1 next user who uses data directly to decrypt and use 
encryption data for a lock management center via a communication network from 
a database is requiredthe information about 1 next user is shown at this time. A 
lock management center transmits the information about 1 next user to a 
copyright management centerA copyright management center generates an 
encryption key peculiar to 1 next user with a predetermined algorithm using the 
information I about 1 next userenciphers a copyright management programthe 1 st 
encryption keyand the 2nd encryption key using generated 1 next-user encryption 
keyand transmits them to a lock management center. The copyright management 
program enciphered using the encryption key generated using the information 
about this 1 next user is peculiar to 1 next user. 

[0046]A copyright management program as which the lock management center 
which received the enciphered copyright management program was enciphered 
respectivelyThe 1 st encryption key and the 2nd encryption key are transmitted to 
1 next-user terminal unit via a communication network to 1 next-user terminal 
unit1 next user saves the encryption copyright management programthe 1 st 
encryption key of encryptionand the 2nd encryption key of encryption which were 
received at recording mediasuch as semiconductor memorya flexible diskor a hard 
disk. 

[0047] 1 next user generates an encryption key peculiar to 1 next user with a 
predetermined algorithm using the information about 1 next user using the 
database use program distributed beforehandAn encryption copyright management 



programthe 1 st encryption key of encryptionand the 2nd encryption key of 
encryption are decrypted using the generated encryption keyand encryption data 
is decrypted using the 1 st decoded encryption key. 

[0048] Encryption is performed using the 2nd encryption key decoded by the 
copyright management program decoded when preservation of the data decoded 
after thatcopyor transmission was performedWhen using the encryption data in 
which encryption data was saved at recording mediasuch as semiconductor 
memory in 1 next-user terminal unita flexible diskor a hard diskand 1 next user 
was savedit decrypts using the 2nd encryption keyand this operation is 
repeatedand primary use is performed. 

[0049]When it is transmitted to 2 next-user terminal unit via a communication 
network when encryption data is copied to external storage orthe 1 st encryption 
key and the 2nd encryption key are discarded by the copyright management 
programand it becomes impossible for 1 next user to use encryption data. When 
encryption data is saved at 1 next-user terminal unit at this timethe information 
which is not enciphered about 1 next user is added to the encryption data saved. 
[0050]When 1 next user uses encryption data againBy having received reissue of 
the 1 st encryption key and the 2nd encryption key from the copyright 
management centerand having performed this reissueit is checked that 2 next 
users who received the copy or transmission of encryption data from this 1 next 
user existand 2 next users' existence is recorded on a copyright management 
center. 

[0051 ]2 next users who received the encryption data copied or transmitted apply 
for secondary use of encryption data to a copyright management center. Unlike 1 
next user2 next users do not need to register with a lock management center 
beforehandand a use application is received by showing a copyright management 
center the information of 1 next user who received an encryption copy of data or 
transmission at the time of a use application. Since that user is accepted to be 
not 2 next users that received an encryption copy of data or transmission from 1 
next user but 1 next user when 1 next user information is not shown at this 
timethat secondary use application is not received. The copyright management 
center which received the secondary use application transmits the copyright 
management program which performs re-encryption and the 3rd encryption key for 
re-decryptingthese decryptionre-encryptionand re-decryption for the encryption 
data in which it was decoded for decrypting encryption data the 2nd encryption 
key to 2 next users. 

[0052]The outline of the copyright management system indicated to Japanese 
Patent Application No. No. 264199 [ six to ] is as follows. In this copyright 
management systemthe 2nd specified key corresponding to the 1st specified key 
corresponding to the 1st public key and the 1st public key which a user 
preparesthe 2nd public keyand the 2nd public keythe 1 st secret key that the 
database side preparesand the 2nd secret key are used. 

[0053]In the database sidethe data which is not enciphered is enciphered using 
the 1st secret keyWhile enciphering the 1st secret key using the 1st public keythe 



2nd secret key is enciphered using the 2nd public keyand these enciphered 
datathe 1 st secret key of encryptionand the 2nd secret key of encryption are 
transmitted to a user. 

[0054]While a user decrypts the 1 st secret key of encryption using the 1 st 
specified key and decrypts and uses encryption data using the 1 st decrypted 
secret keyThe 2nd enciphered secret key is decrypted using the 2nd specified 
keyand the 2nd secret key of decryption is used as an encryption key at the time 
of preservationa copyand transmission of the data after decryption. 
[0055]The outline of the data copyright management system indicated to 
Japanese Patent Application No. No. 264201 [ six to ] is as follows. When creating 
new dataenciphering and supplying others by processing the enciphered data of 
the plurality which came to hand from the databasethe encryption key of two or 
more data which is raw materialand the data which digitahsignature-ized the 
processing program which is a processing process are used as a utilization 
permission key. If the user who received the data processed and enciphered 
shows a copyright management center a digital signature and makes a use 
applicationOnly when a copyright management center checks a processing person 
based on a digital signature and it is checked that a processing person is a valid 
user of processing datathe encryption key for use is provided to a use proposer. 
[0056]The outline of the method indicated to Japanese Patent Application No. No. 
269959 [ six to ] is as follows. Although 1 next user receivesdecrypts and uses 
from a database the encryption data as which original data was enciphered with 
the 1 st encryption key After thatit is enciphered with the 2nd encryption key 
generated by the predetermined algorithm combining one or these of the 1 st 
encryption keya primary user datumand the data using frequencyand 
preservationcopyand transmission are performed. If 2 next users demand 
secondary use of dataa copyright management center generates the 2nd 
encryption key with a predetermined algorithm combining one or these of the 1st 
encryption key of original dataa primary user datumand the data using 
frequencyand provides 2 next users with it. 2 next users provided with the 2nd 
encryption key decrypt and use the original data enciphered using the 2nd 
encryption key. 

[0057]The [3rd example] The encryption key system of the 3rd example that 
applied the invention in this application to database system or a VOD system was 
shown in drawing 4 . Like [ this encryption key system ] the encryption key system 
of the 2nd example shown in drawing 3 of coursean encryption key and a television 
broadcasting program can be passed along a course which is different in 
thesealthough it passes along the single course which is a CATV circuit. This 
system comprises the data management centers 33such as the CATV broadcast 
office 31a databaseor a video systemthe receiving set 34the data communication 
unit 35and the installed user terminals 38 which perform data broadcasting. 
[0058]It is connected between the data management center 33 and the CATV 
broadcast office 31 by indirect meanssuch as a direct means or a flexible disk 
connected by communication linessuch as a dedicated line. It is connected by 



CATV circuit 37 between the CATV broadcast office 31 and the receiving set 34 
and between the CATV broadcast office 31 and the data communication unit 35. It 
is possible to replace with CATV circuit 37 and to use the communication line in 
which other suitable data broadcasting or data communications are possible. It is 
connected by direct meanssuch as a connecting cableor indirect meanssuch as a 
flexible diskbetween the receiving set 34 and the installed user terminals 38 and 
between the data communication unit 35 and the installed user terminals 38. It is a 
course of the data which is not enciphered that this figure was shown by the solid 
lineand the course of the enciphered data was shown by the dashed line. Although 
delivery of the data between the data management center 33 and the CATV 
broadcast office 31 is performed by a dedicated line or the flexible disk in 
principlea public line or a broadcasting satellitea communications satelliteand 
terrestrial broadcasting can also perform. In that casedata is enciphered. 
[0059]The encryption key methods taken in this system are a secret key method 
and a public key system. The data management center 33 prepares the secret key 
Ksdi which is different by the public key Kbd and the specified key Kvd common to 
all the data suppliedand the data in eachand supplies it to the CATV broadcast 
office 31. The CATV broadcast office 31 enciphers the received secret key Ksdi 
using the public key Kbd of the data management center 33and is Cksdikbd=E 
(KbdKsdi). 

It broadcasts by the teletext using the scanning line in the blanking period of an 
analog television video signaldata broadcasting using the sub voice zone of the 
analog television audio signalFM-multiplex-data broadcaster digital data 
transmission. Since use of the table of contents which indicated the title of the 
data which can be usedor data is promoted for the facilities of the data use to this 
timeit can also supply without enciphering the contents introduction explaining the 
outline of data. 

[0060]The user who chose the data which wishes to use applies for use of data to 
the data management center 33 via the CATV broadcast office 31 via CATV 
circuit 37 using the data communication unit 35 by the table of contents or a 
contents introduction. At this timea user transmits his public key Kbu to the data 
management center 33. The data management center 33 which received the use 
application from a user enciphers the data M using the secret key Ksdiand is 
Cmksdi=E (KsdiM). 

It transmits to the installed user terminals 38. The specified key Kvd of a data 
management center is then enciphered using the public key Kbu of the user who 
made a use applicationand it is Ckvdkbu=E (KbuKvd). 
It is transmitted to the installed user terminals 38. 

[0061]The user who received the encryption specified key Ckvdkbu of the data 
management center decrypts the encryption specified key Ckvdkbu of a data 
management center using a user's specified key Kvuand is Kvd=D (KvuCkvdkbu). 
The encryption secret key Cksdikbd is decrypted using the specified key Kvd of 
the decrypted data management centerand it is Ksdi=D (KvdCksdikbd). 
The encryption data Cmksdi is decrypted using the secret key Ksdi of the decoded 



data management centerand it is M=D (KsdiCmksdi). 
It uses. 

[0062]The [4th example] Since the system configuration of the 4th example is the 
same as the 3rd example shown in drawing 4 explanation is omitted. Although the 
encryption key methods taken in this system are a secret key method and a public 
key system like the 3rd exampleAs opposed to the specified key Kvd of a data 
management center being enciphered by the public key Kbu of the user who made 
a use application in the 3rd exampleand being transmitted to a userAs opposed to 
use of data being distributed to the data M corresponding to an application in the 
point and the 3rd example which the specified key Kvd of a data management 
center is beforehand distributed using an IC card etc. in the 4th exampleand are 
saved in installed user terminalsin the 4th examplethe data M differs in that it is 
broadcast by a CATV circuit or satellite broadcasting regardless of use hope. 
[0063]When concluding the comprehensive contract that a user uses a data 
management center and a databasethe specified key Kvd of the data management 
center common to all the data supplied — recording mediasuch as an IC card — or 
a user is beforehand supplied widely via CATV circuit 37and it is saved at the 
semiconductor memoryhard disk driveor flexible disk in the installed user terminals 
38. The data management center 33 prepares the secret key Ksdi which is 
different from the public key Kbd by the data in each suppliedand supplies it to the 
CATV broadcast office 31. The CATV broadcast office 31 which received the 
secret key Ksdi enciphers the secret key Ksdi using the public key Kbdand is 
Cksdikbd=E (KbdKsdi). 

It broadcasts by the teletext which used the scanning line in the blanking period of 
an analog television video signal for the encryption secret key Ksdikbddata 
broadcasting using the sub voice zone of the analog television audio signalFM- 
multiplex-data broadcaster digital data transmission. Since use of the table of 
contents which indicated the title of the data which can be usedor data is 
promoted for the facilities of the data use to this timeit can also supply without 
enciphering the contents introduction explaining the outline of data. 
[0064]The CATV broadcast office 31 enciphers the data M using the secret key 
Ksdiand is Cmksdi=E (KsdiM). 

On the other handit broadcasts on a target regardless of use hope by a CATV 
circuit. A user incorporates into the installed user terminals 38 the data wished to 
have out of the data currently broadcast by the CATV circuit based on the table 
of contents or the contents introduction using the receiving set 34. 
[0065]A user decrypts the encryption secret key Cksdikbd using the specified key 
Kvd of the data management center which is distributed beforehand and saved at 
the semiconductor memoryhard disk driveor flexible disk in the installed user 
terminals 38and is Ksdi=D (KvdCksdikbd). 

The encryption data Cmksdi is decrypted using the decrypted secret key Ksdiand 
it is M=D (KsdiCmksdi). 
It uses. 

[0066]The modification example of others for distributing an encryption key is 



described. 

The [5th example] In the example described so farthe public key Kbd of a data 
management center is not a communication line courseand since it is broadcast 
from a broadcasting stationit cannot be checked whether it is genuine. In such a 
casethe specified key Kvd of a data management center is used for the public key 
Kbd of a data management centera digital signature is performedand it is 
Skbdkvd=E (KvdKbd). 

Digital signature Skbdkvd is broadcast with the public key Kbd of a data 
management center. A user checks digital signature Skbdkvd using the received 
public key Kbd of a data management centerand is Kbd=D (KbdSkbdkvd). 
It will be used if it is genuine. 

[0067]The [6th example] When the data management center has adopted the 
membership system which registers use of a database beforehand in the 5th 
examplethe public key Kbui of the user who is the member further is beforehand 
registered into the data management center. A data management center enciphers 
the public key Kbd of a data management center using each user's public key Kbui. 
Ckbdkbui=E(KbuiKbd 

The specified key Kvd of a data management center is used for the public key Kbd 
of a data management centera digital signature is performedand it is Skbdkvd=E 
(KvdKbd). 

Sending the different encryption public key Ckbdkbui for every userand digital 
signature Skbdkvd to a broadcasting stationa broadcasting station broadcasts the 
received encryption public key Ckbdkbui and digital signature Skbdkvd. At this 
timeif necessarythe user identification information as which each user is not 
enciphered will be given to the encryption public key Ckbdkbuiand will be 
broadcast. The user who received the broadcast encryption public key Ckbdkbui 
and digital signature Skbdkvd decrypts the encryption public key Ckbdkbui of a 
data management center using the user's public key Kvuiand is Kbd=D 
(KvuiCkbdkbui). 

The public key Kbd of the decrypted data management center is saved in a user's 

terminal unit. A user checks digital signature Skbdkvd using the received public 

key Kbd of a data management centerand is Kbd=D (KbdSkbdkvd). 

The public key Kbd of the data management center saved when it was genuine is 

used. If it does in this wayan encryption key which is different in user each can be 

distributed. 

[0068]The [7th example] Whenever a user accesses a data management centeror 
whenever he requestshe shows a data management center his public key Kbu. The 
data management center which received the request from a user enciphers the 
demanded data M using a user's public key Kbuand is Cmkbu=E (KbuM). 
Sending to a broadcasting stationa broadcasting station broadcasts the received 
encryption data Cmkbu. The user who received the broadcast encryption data 
Cmkbu decrypts using a user's specified key Kvuand is M=D (KvuCmkbu). 
It uses. 

[0069]The application which uses the encryption key system of the invention in 



this application is shown using drawing 5 . To the electronic marketplace dealings 
using an electronic information exchange systemeach application shown in this 
figure. It is the composition at the time of applying these encryption key systems 
to the wholesale distribution which a maker etc. perform respectively that it was 
shown in the settlement of accounts by an electronic check at (c) that what was 
shown in (a) was shown in the credit settlement which a retail store performs at 
(b). In addition to a secret key methoda digital signature is usedand these systems 
comprise the wholesale shop 45 which is the retail store 43the financial institution 
44or a maker etc. which is a WWW (World Wide Web) server on the user 42 and the 
Internet. 

[0070]The [8th example] In the credit settlement in the retail store shown in 
(a)The retail store 43 broadcasts the data Ms of the format of a purchase ordera 
credit card formatan advertisementa cataloga previewa product descriptionthe 
contents introduction of a databasea table of contents / price list / price 
listetc.etc. via the satellite 41 or a CATV circuit. The user 42 who received the 
public key Kbs of the data Ms of a purchase-order format etc. and the retail store 
43 enciphers a user's secret key Ksu using the public key Kbs of the retail store 
43and is Cksukbs=E (KbsKsu). 

Based on informationincluding an advertisementa cataloga product descriptiona 
fee price listetc.the user's 42 secret key Ksu is used for a purchase orderit 
enciphers to itthe matters Musuch as an order contentan amount paidand a credit 
card numberare written down in itand it is Cmuksu=E (KsuMu). 
The matter Mu is set to compression document mu if neededa digital signature is 
performed using the user's 42 specified key Kvuand it is Smukvu=E (Kvumu). 
The user's 42 public key Kbu is attached and it transmits to the retail store 43 via 
the network 47. 

[0071 ]The retail store 43 which received the purchase order etc. decrypts the 
user's 42 encryption secret key Cksukbs using the specified key Kvs of the retail 
store 43and is Ksu=D (KvsCksukbs). 

The encryption purchase order Cmuksu is decrypted using the user's 42 decrypted 
secret key Ksuand it is Mu=D (KsuCmuksu). 

A processing order is performed. The user's 42 digital signature Smukvu is 
checked using the public key Kbu which the user 42 furthermore attachedand it is 
mu=D (KbuSmukvu). 

A receipt is replied to the user 42 via the network 47. In this systemsince the 

credit card number as which a purchase order is filled in is enciphered and 

sentsurreptitious use of a credit number can be prevented. 

[0072]The retail store 43 A purchase-order formata credit card formatDigital data 

Mslsuch as an advertisementa cataloga previewa product descriptiona contents 

introduction of a databasea table of contents / price list / price listis set to 

compression document mslthe specified key Kvs of the retail store 43 is used for 

thisa digital signature is performedand it is Smsl kvs=E (Kvsmsl). 

attach and broadcast the public key Kbs of the retail store 43and a user uses the 

public key Kbs of the retail store 43 — digital signature Smsl kvs — check ms'=D 



(KbsSmskvs) 

By being made to carry outdealings will become more positive. 

[0073]The [9th example] In the settlement of accounts by the electronic check 

shown in (b)the financial institution 44 attaches the public key Kbf of the financial 

institution 44 to the unindicated check format Mf which is digital dataand 

broadcasts via the satellite 41 or a CATV circuit. The user 42 who received the 

unindicated check format Mf enciphers the user's 42 secret key Ksu using the 

public key Kbf of a financial institutionand is Cksukbf=E (KbfKsu). 

The matter Mu about a payee and an amount paid is enciphered and filled in using 

the user's 42 secret key Ksuand it is Cmuksu=E (KsuMu). 

The matter Mu is set to compression document mu if neededthe user's 42 

specified key Kvu is used for thisa digital signature is performedand it is 

Smukvu=E (Kvumu). 

The user's 42 encryption secret key Cksukbf enciphered by the user's 42 public 
key Kbu and the public key Kbf of the financial institution 44 is attachedand it 
transmits to the financial institution 44 via the network 47. 

[0074]The financial institution 44 which received the indicated check decrypts the 
user's 42 encryption secret key Cksukbf using the specified key Kvf of a financial 
institutionand is Ksu=D (KvfCksukbf). 

The encryption data Cmuksu of a payee and an amount paid is decrypted using a 
user's decrypted secret key Ksuand it is Mu=D (KsuCmuksu). 
The indicated contents are checked and currency conversion processing is 
performed. What furthermore has digital signature Smukvu checks the user 42 
using the public key Kbu which the user 42 attachedand is mu'=D (KbuSmuksu). 
It enciphers using the public key Kbu to which the user 42 attached written 
confirmation Ms2and is Cms2 kbu=E (KbuMs2). 
It replies to the user 42 via the network 47. 

[0075]The user who received encryption written confirmation Cms2kbu from the 
financial institution 44 decrypts encryption written confirmation Cms2kbu using 
the user's 42 specified key Kvuand is Ms2=D (KvuCms2kbu). 
The contents are checked. According to this systemsince the payee and the 
amount paid were enciphered and the check is filled insurreptitious use of the 
contents indicated to the check can be prevented. 

[0076]The unindicated check format Mf which is digital data is used as the 
compression document mfthe specified key Kvf of the financial institution 44 is 
used for thisa digital signature is performedand it is Smfkvf=E (Kvfmf). 
The public key Kbf of the financial institution 44 is attached and broadcasta user 
uses the public key Kbf of the financial institution 44and it is check mf =D 
(KbfSmfkvf) about digital signature Smskvf. 

Smskbu=E which performs a digital signature using the public key Kbu which was 

made to carry outand used the written confirmation Ms as the compression 

document ms furtherand the user attached to this (Kbums) 

By making it likea financial institution can check an entry person. 

[0077]The [10th example] In the wholesale shops 45such as a maker by which it 



was shown to (c)the wholesale shop 45 sets request-for-quotatlon format Mw1 to 
compressed data mwlthe specified key Kvw of the wholesale shop 45 is used for 
thisa digital signature is performedand it is Smw1 kvw=E (Kvwmwl). 
The public key Kbw of the wholesale shop 45 is attachedand it broadcasts via the 
satellite 41 or a CATV circuit. The user 42 who is the retail store which received 
the public key Kbw of request-for-quotation format Mw1 broadcast and the 
wholesale shop 45 enciphers the request for quotation Mu using the public key 
Kbw of the wholesale shop 45and is Cmukbw=E (KbwMu). 

It transmits to the wholesale shop 45 via the network 47. At this timethe request 
for quotation Mu is set to compressed data mu if neededthe user's 42 specified 
key Kvu is used for thisa digital signature is performedand it is Smkvu=E (Kvumu). 
It transmits to the wholesale shop 45 with the user's 42 public key Kbu. 
[0078]The wholesale shop 45 which received the encryption request for quotation 
Cmukbw decrypts the encryption request for quotation Cmukbw using the 
specified key Kvw of the wholesale shop 45and is Mu=D (KvuCmukbw). 
The indicated contents Mu of a request for quotation are checkedand an estimate 
is performed. When digital signature Smkvu is furthermore carried outa digital 
signature is checked using the public key Kbu of the transmitted user 42and it is 
mu=D (KbuSmkvu). 

A request for quotation is checked. The wholesale shop 45 which performed the 
estimate enciphers estimate Mw2 using the user's 42 public key Kbuand is Cmw2 
kbu=D (KbuMw2). 

It transmits to the user 42 via the network 47. 

[0079]The user 42 who received encryption estimate Cmw2kbu of the wholesale 
shop 45 decrypts using the user's 42 specified key Kvu. 
Mw2=D(KvuCmw2kbu) 

According to this systemsince the public key and the specified key are usedthere 
is no possibility that the contents of the estimate may be plagiarized and a 
different estimate for every user can be performed. 

[0080]These (a) In the system shown in - (c)since the various formats and 
advertisement which do not require confidentiality are broadcast by satellite 
broadcasting or CATV broadcastdata can be transmitted effectively. 
[0081] As explained aboveThe multimedia system which united general information 
mediasuch as television broadcasting or audio broadcast which has so far existed 
as a system independentlyand the data-communications media using a computer 
is realizable by using the encryption key system of this invention. Hereafterthe 
concrete composition which realized the multimedia system is explained. 
[0082]The present television broadcasting is performed by terrestrial 
broadcastingsatellite broadcastingor CATV broadcast by an analog formand the on 
the other hand most general data telecommunication line is a public line using an 
electric wire. The composition fundamental as a system which realizes a video on 
demand in such a system configuration can use the encryption key system of the 
1st example shown in drawing 2 . a broadcasting station — the scanning line of the 
vertical-retrace-line period of an analog television broadcasting program — or 



multiplex is carried out to the sub voice zone of a voice bandand the public key 
Kbb of a broadcasting station is broadcast. 

[0083]It enciphers using the public key Kbb of the broadcasting station which had 
its own secret key Ksu broadcastand a television program use candidate is 
Cksukbb=E (KbbKsu). 

The encryption secret key Cksukbb is transmitted to a broadcasting station via a 
communication lineand a use application is made. 

[0084]A broadcasting station decrypts a use candidate's encryption secret key 
Cksukbb using the specified key Kvb of a broadcasting stationand is Ksu=D 
(KvbCksukbb). 

Using the decoded secret key Ksuthe scramble of the program is carried out and it 
is broadcast. 

[0085]A use candidate cancels and uses the scramble of the program by which 
scramble was carried out using its own secret key Ksu. By taking such 
compositionit becomes impossible for persons other than a use candidate to use a 
program. 

[0086]The composition fundamental as a system which realizes a video on demand 
and pay-per-view in such a system configuration can use the encryption key 
system of the 4th example or the 5th example shown in drawing 4 . Multiplex is 
carried out to the scanning line of the vertical-retrace-line period of an analog 
television broadcasting programor the sub voice zone of a voice bandthe secret 
key Ksb of the broadcasting station 31 is enciphered using the public key Kbb of 
the broadcasting station 31 and the broadcasting station 31 is Cksbkbb=E (KbbKsb). 
It broadcasts via the communication line 37. 

[0087]The television program use candidate 38 transmits his public key Kbu to the 
broadcasting station 31 via the communication line 37and makes a use application. 
The broadcasting station 31 carries out the scramble of the program using the 
secret key Ksb of a broadcasting stationand broadcasts it via the communication 
line 37. The specified key Kvb of the broadcasting station 31 is then enciphered by 
the use candidate's 38 public key Kbuand it is Ckvbkbu=E (KbuKvb). 
It is broadcast via the communication line 37. 

[0088]The use candidate 38 decrypts the encryption specified key Ckvbkbu of the 
broadcasting station 31 using his own specified key Kvuand is Kvb=D 
(KvuCkvbkbu). 

The encryption secret key Cksbkbb of the broadcasting station 31 is decrypted 
using the specified key Kvb of the decoded broadcasting station 31 and it is Ksb=D 
(KvbCksbkbb). 

The scramble of the program by which scramble was carried out using the secret 
key Ksb of the decoded broadcasting station 31 is canceled and used. By taking 
such compositionit becomes impossible for persons other than a use candidate to 
use a program. 

[0089]This encryption key system is applicable also to the TV shopping which 
combined the television broadcasting performed briskly these days and a 
telephone. Television shopping using the analog television broadcasting performed 



now displays an article introduction and a sales method on a television screenand 
a user records the information about a sales method by handand is performing 
purchase applying using the telephone based on the recorded information. On the 
other handit proposes carrying out multiplex [ of the data of a purchase-order 
format and a check format ] to the scanning line of the vertical-retrace-line 
period of analog television broadoastingor the sub voice zone of a voice bandand 
transmitting to it in the encryption key system of this invention. A device called 
the personal computer television which unified the personal computer and the TV 
apparatus on the other handOr incorporating a television picture is performed by 
the video capture device realized as an IC carda PC carder an insertion boardand 
the device which combined the personal computer. 
[0090]TV shopping can be electronically performed by combining the data 
multiplex and video capture device of these purchase-order formats and a check 
format. In this TV shoppingwhen the article introduction picture of TV shopping is 
broadcastby the scanning line of a vertical-retrace-line periodor the sub voice 
zone of a voice banddata multiplex [ of a purchase-order format and the check 
format ] is carried outand they are broadcast. When the introduction screen of the 
goods which wish to purchase is displayedif a user operates itthe data of a 
purchase-order format and a check format will be incorporated with the still 
picture side. A user writes down necessary information in the purchase-order 
format and check format which were incorporatedand performs purchase applying. 
The encryption and the digital signature by the public key system or a secret key 
method are performed by the system explained to the 5th example from the 1 st 
example in order to plan the safety of dealings at this time. A transaction content 
can be checkedif the still picture side of an article introduction is attached and it 
is made to perform purchase applying with a purchase order and a check at this 
time. 

[0091 ]A purchase-order format and a check format also transmit as a television 
pictureand it may be made to write down necessary information in the purchase- 
order format and check format which were incorporated as a still picture side as a 
simple method. A purchase-order format and a check format can also be 
transmitted by the TV broadcast through facsimile by which multiplex is carried 
out to the sub voice zone of a voice band. 

[0092]By adopting such a methodthe electronic marketplace which used electronic 
intelligence exchange (EDI) also with the present analog television system is 
realizable by TV shopping. 

[0093]These video-on-demand systems and a pay-per-view system are applicable 
also to digital television broadcasting other than analog television broadcasting. 
When a CATV circuit is used as a communication lineit is possible to perform the 
both sides of broadcast and data communications only by this CATV circuit. 
[0094]These video-on-demand systems and a pay-per-view systemThe online- 
communications network system using a low-speed ordinary public circuit or high- 
speed ISDN (Integrated Services Digital Network) circuitit is applicable also to the 
transmission and reception of quality voice data and a video data currently 



performed in the Internet system which connected further two or more online- 
communications network systems. 

[0095]Although a receiving set and a communication apparatus are also 
incorporable into a television television system as a device to be usedit can also 
constitute in a different body using a set top box etc. A device called the personal 
computer television which unified the personal computer which has been spreading 
gradually recentlyand the TV apparatusOr it can also constitute combining the 
video capture device realized as the IC card which sends a television signal into a 
personal computera PC cardor an insertion board. 
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[Brief Description of the Drawings] 

[Drawing 1] The lineblock diagram of the encryption key system of a prior invention. 
[Drawing 2] The lineblock diagram of the encryption key system of the 1st example 
of the invention in this application. 

[Drawing 3]T he lineblock diagram of the encryption key system of the 2nd example 
of the invention in this application. 

[Drawing 4] The lineblock diagram of the encryption key system of the 3rd example 
of the invention in this applicationand the 4th example. 

[Drawing 5]T he lineblock diagram of the 5th example adapting the invention in this 
application. 
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